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A About the Accreditation Process

Name of the degree programme (Official) Eng- | Labels ap- Previous accred- | Involved
(in original language) lish transla- plied for?! itation (issuing | Technical
tion of the agency, validity) | Commit-
name
tees (TC)?
6B06101 6B06101 ASIIN, Euro- | ASIIN, 04
. Computer Inf® Label 07.12.2018 -
KomnbloTepnik Folnbimaap . 30.09.2024
science
6B06112 Data science 6B06112 ASIIN, Euro- ASIIN, 04
Data science Inf® Label 07.12.2018 -
30.09.2024
6B06301 6B06301 ASIIN, Euro- | ASIIN, 04
. . Computer Inf® Label 07.12.2018 —
KomnbloTepnik Kayincisgik . 30.09.2024
security
6B06302 AKnapaTTbl KOpFayAablH, 6B06302 ASIIN, Euro- | ASIIN, 04
AnnapaTtTbIK Kypangapsl Hardware Inf® Label 07.12.2018 -
. 30.09.2024
security
6B06303 *Keninik Kayinci3gik 6B06303 ASIIN, Euro- | ASIIN, 04
Network Inf® Label 07.12.2018 -
. 30.09.2024
security
7MO06106 epekTep fbl/iblMbl 7M06106 ASIIN, Euro- | ASIIN, 04
Data Science Inf® Label 07.12.2018 -
30.09.2024
8D06105 [lepekTep fblAbiMbl 8D06105 ASIIN IAAR, 04
Data Science 13.11.2020 -
13.11.2025

Date of the contract: 03.06.2024

Submission of the final version of the self-assessment report: 19.12.2024

Date of the onsite visit: 08.-10.04.2025

L ASIIN Seal for degree programmes; Euro-Inf®: Label European Label for Informatics
2TC 04 - Informatics/Computer Science.




A About the Accreditation Process

at: liITU Almaty

Expert panel:

Prof. Dr. Thomas Gétz, University of Koblenz

Prof. Dr. Reimar Hofmann, Karlsruhe University of Applied Sciences
Prof. Dr. Konstantin Knorr, Trier University of Applied Sciences
Aziza Shuzheyeva, Head of the Digital Transformation Foundation

Dina Kengesbay, Student at SDU University

Representative of the ASIIN headquarter: David Witt

Responsible decision-making committee: Accreditation Commission for Degree Pro-

grammes

Criteria used:
European Standards and Guidelines as of May 15, 2015
ASIIN General Criteria, as of March 28, 2023

Subject-Specific Criteria of Technical Committee 04 — Informatics/Computer Science as
of March 29, 2018

ASIIN Additional Criteria for Structured Doctoral Programmes as of March 15, 2021




B Characteristics of the Degree Programmes

a) Name Final degree b) Areas of Speciali- |c) Corre- |d) Mode of |e) Dou- |f) Duration |g) Credit h) Intake rhythm &
(original/Eng- | zation sponding | Study ble/Joint points/unit | First time of offer
lish translation) level of Degree

the EQF3
6B06101 AKNapaTTbIK- Software develop- 6 Full time - 8 Semester | 240 ECTS September 2019
Computer science | KOMMyHUMKauua | ment,
NbIK, Telecommunication
TexHonorusanap |systems,
CanacbliHbIH, Web application de-
6akanaspbl / velopment,
Bachelor of Mobile application
Information and | development,
Communication | Big data and
Technology Data science, Ma-
chine learning
6B06112 AKNapaTTbIK- Data analysis and 6 Full time - 8 Semester | 240 ECTS September 2019
Data science KOMMYHWKauma | visualization,
NbIK, Machine learning,
TexHonorusnap | Big data,
CaflaCblHbIH, Neural networks and
6akanaspb! / Deep learning,
Bachelor of Optimization and op-
Information and | erations research,
Communication | Advanced mathe-
Technology matics for Data sci-
ence,
Python program-
ming for Data sci-
ence,
Data-driven decision
making
6B06301 AKnNapaTTbIK- Information Security, | 6 Full time - 8 Semester | 240 ECTS September 2019
Computer security | KommyHuKauma | Cryptography,
NbIK, Cybersecurity
TexHonoruanap | Risk Management,
CaflacbliHbIH, Ethical Hacking,
6akanaspbl / Cloud Security,
Bachelor of Incident Response

Information and
Communication
Technology

3 EQF = The European Qualifications Framework for lifelong learning




B Characteristics of the Degree Programmes

a) Name Final degree b) Areas of Speciali- |c) Corre- |d) Mode of |e) Dou- |f) Duration |g) Credit h) Intake rhythm &
(original/Eng- | zation sponding | Study ble/Joint points/unit | First time of offer
lish translation) level of Degree

the EQF3

6B06302 AKnNapaTTbIK- Chip Security, 6 Full time - 8 Semester | 240 ECTS September 2019

Hardware security | KommyHukauma | Firmware Security,
NbIK, Physical Security,
TexHonoruanap | Secure Boot,
CanacblHbIH, Hardware Cryptog-
6akanaspbl / raphy,
Bachelor of Tamper Resistance,
Information and | Side-Channel Attack
Communication | Protection
Technology

6B06303 AKNapaTTbiK- Network Security, 6 Full time - 8 Semester | 240 ECTS September 2019

Network security | KommyHukauma | Firewall Manage-
NbIK, ment,
TexHonoruanap | Intrusion Detection,
CaNaCbIHbIH, Intrusion Prevention,
6akanaspbl / VPN Security,
Bachelor of Wireless Security,
Information and | Network Encryption,
Communication | Secure Routing,
Technology DDoS Protection,

Network Monitoring

7M06106 TexHKa Machine learning, 7 Full time - 4 Semester | 120 ECTS September 2019

Data Science fblnbiMaapbiHbl | Deep learning and
H, maructpi / Nural networks,

Master of Big data and Data

technical analytics,

sciences Mathematical mod-
elling,
Optimization meth-
ods,
Bayesian statistics
and analysis,
Python/R for Data
analysis

8D06105 dunocodun Machine learning, 8 Full time - 6 Semester | 180 ECTS September 2020

Data Science AokTtopbl PhD / | Deep learning,
Doctor of Big data analytics,

Philosophy PhD

Statistical methods
and optimization,
Mathematical mod-
elling,

Applied statistical
analysis

The International Information Technology University Almaty (lITU) is a Kazakh public uni-

versity for specialized IT-related education founded in 2009. The university is based on an

international profile stemming from close collaborations with IT-specialized universities

among others in the US, Korea, China, Russia, England, Switzerland, Germany and Lithua-

nia, as well as cooperations with global info-communication companies, including




B Characteristics of the Degree Programmes

Microsoft and Cisco. It offers 27 undergraduate degree programmes, 11 Master’s degree
programmes, and 5 Doctoral degree programmes, hosting a total of about 5,000 active stu-
dents. The portfolio of study programmes focuses on the following general competences
and qualifications of graduates:

e Developing innovative digital solutions
e Operating and deploying advanced IT systems
e Applying digital technologies across diverse industries

e Managing digital transformation projects effectively

Consistent with the international education approach, the instruction language in all pro-
grammes under review is English. lITU is considered one of the top 3 universities of Kazakh-
stan and ranks among the top 50 universities in Central Asia according to the 2025 Asian
University Rankings. All programmes under review are offered by the Faculty of business,
media and management.

For the Bachelor’s degree programme Computer Science the institution has presented the

following profile in the programme’s passport:

,Computer science is a scientific field that studies the laws, methods and methods of ob-
taining, storing, transmitting and processing information in various fields of human activity
using computer technology and telecommunications systems.

Training of a specialist in this experimental program involves the formation of certain pro-
fessional competencies, including knowledge and skills in the design and evaluation of al-
gorithms and application software interfaces; development and analysis of interacting pro-
cesses in information environments; development, operation and maintenance of software
systems for computers, computer networks and communication tools; identification of
new areas of application of computer systems and design of software for them, etc. Grad-
uate training in the experimental program ‘Computer science’ provides a professional qual-
ification:

e Software development specialist

¢ Information technology specialist for telecommunications systems

e Specialist in computer design and Web application development

e Specialist in mobile app development and promotion

e Specialist in processing, analyzing and storing large data sets, so-called "BigData"
(DataScientist)

e Machine learning specialist



B Characteristics of the Degree Programmes

The objects of professional activity are mathematical and software of computers, computer
networks and communication tools, mathematical models of processes and systems. Our
approach involves both covering the basic skills of the EP ‘Computer science’, and through
the possibility of elective subjects covering the necessary elements of training in the direc-
tion of ‘Computer science’. At the same time, the student is left with the option of taking
additional subjects at his discretion as free electives - these can be subjects from any spe-
cialty. “

For the Bachelor’s degree programme Data Science the institution has presented the fol-

lowing profile in the programme’s passport:

“The need for the emergence of such a profession was dictated by the fact that when we
deal with Ultra Big Data, the data arrays turn out to be too large to be processed by stand-
ard means of mathematical statistics. Every day, thousands of petabytes (1015 bytes = 1024
terabytes) of information pass through the servers of companies around the world. In ad-
dition to such volumes of data, the problem is complicated by their heterogeneity and high
update speed.

A data scientist, like a real scientist, not only collects and analyzes data, but also studies it
in different contexts and from different angles, questioning any assumptions. The most im-
portant quality of a data scientist is the ability to see logical connections in the system of
collected information and, based on quantitative analysis, develop effective business solu-
tions. In today's competitive and rapidly changing world, in the ever-growing flow of infor-
mation, a Data Scientist is indispensable for management in terms of making the right busi-
ness decisions. Individually, a statistician, systems analyst or business analyst cannot solve
problems with such volumes of data. This requires a person with an interdisciplinary edu-
cation, competent in mathematics and statistics, economics and business, computer sci-
ence and computer technology.

The main task of a Data Scientist is the ability to extract the necessary information from a
wide variety of sources, using information flows in real time; identify hidden patterns in
data sets and statistically analyze them to make smart business decisions. The workplace
of such a specialist is not 1 computer or even 1 server, but a cluster of servers.

Our approach involves both covering the basic skills of the MCM specialty, and through the
possibility of elective subjects, covering the necessary elements of training in the field of
“Data science”. At the same time, the student is left with the opportunity to take additional
subjects at his discretion as free electives (minors) - these can be subjects from any spe-
cialty.”
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For the Bachelor’s degree programme Computer Security the institution has presented the

following profile on its website:

,The program is designed to implement the principles of democratic education manage-
ment, expanding the boundaries of academic freedom and authority of educational insti-
tutions, which will ensure the training of elite, highly motivated staff for innovative and
knowledge-intensive sectors of the economy.

The educational program provides an individual approach to students, ensures the trans-
formation of professional competences from professional and qualification standards to
learning outcomes. Student-centered learning is provided — the principle of education
which assumes a shift of emphasis in the educational process from teaching (as the main
role of the teaching staff in the "transmission" of knowledge) to learning (as an active edu-
cational activity of the student).

The educational program "Computer security" provides practice-oriented training of grad-
uates in the field of creation, use and protection of information technologies intended for
work in various industries and in business.

A computer security specialist is an employee engaged in providing computer security at
the enterprise. The main activity of a computer security specialist is related to protecting
computer systems and means of processing, storing and transmitting information; infor-
mation security services; mathematical models of processes that occur in data protection.”

For the Bachelor’s degree programme Hardware Security the institution has presented the

following profile on its website:

“The educational program "Hardware means of data protection" is designed to provide
practice-oriented training of graduates in the field of protection of critical information cir-
culating in information systems from unauthorized access, including the use of methods
and means of cryptographic data protection intended for work in various industries and
businesses.

A specialist in the field of hardware means of data protection is an employee engaged in
the development, implementation and maintenance of the technical section of the infor-
mation security system at the enterprise. The main activity of the specialist in the field of
hardware means of data protection is related to securing computing systems and technical
means of processing, storing and transmitting information; delivery of information security
services; creation of mathematical models of processes involved in the protection of infor-
mation.”
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For the Bachelor’s degree programme Network Security the institution has presented the

following profile on its website:

“The purpose of the program is to train qualified competitive specialists in the field of net-
work security, which is associated with the creation of a protection system for specific en-
terprises and protection of local computer networks from virus attacks or hackers. Network
security specialists prevent the leakage of important information, data fraud and incompe-
tence (malicious intent) of employees. On a national scale, network and information secu-
rity specialists create systems for protecting strategic information on the country’s defense
capability.

The “Network Security” academic program is dedicated to teaching students the theory
and practice of protection at the junction of two areas: network information technologies
and security technologies. Today neither commercial structures nor departmental organi-
zations can work without network security officers.

The responsibilities of Network Security specialists include:

- protection of internal networks from unauthorized access;

- provision of a secure connection to the Internet and secure remote access;

- control over the operation of various online applications through which hackers can
get access to personal computers;

- provision of the ability to carry out commercial transactions via the Internet.”

For the Master’s degree programme Data Science the institution has presented the follow-

ing profile in the programme’s passport:

“Data Science is the science of techniques for analysing data and extracting valuable infor-
mation, knowledge from it. It closely overlaps with such fields as Machine Learning (Ma-
chine Learning) and Cognitive Science (Cognitive Science and, of course, technologies for
working with big data (Big Data). During the time of massive proliferation of technology,
man has generated a huge amount of data. This is big data, Big Data. And it is possible to
get a lot of benefit out of it if it is processed properly. The aim of the educational pro-
gramme "Data Science" is for master students to study machine learning, deep learning
and neural networks. The objectives of the educational programme ,Data Science’ are:

- Obtaining by master students a good training in databases.

- Mastering by master students of machine learning methods.
- Studying the basic methods of deep learning.

- Obtaining skills of working with neural networks”

10
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For the Doctoral degree programme Data Science the institution has presented the follow-

ing profile in the programme’s passport:

“Data Science is the science of methods for analysing data and extracting valuable infor-
mation and knowledge from it. It closely overlaps with such fields as Machine Learning and
Cognitive Science and, of course, technologies for working with big data (Big Data).

Nowadays, major players in the economic world are becoming increasingly aware of the
potential of their data. They are constantly looking for ways to utilise their data and extract
as much useful information from it as possible. The role of data scientists is to help compa-
nies in this task by acquiring, storing, organising and processing this mass of information to
extract value. A data science and artificial intelligence professional must have interdiscipli-
nary skills ranging from a deep knowledge of maths and statistics to mastering the IT tools
and infrastructure required to manage and process data. In addition, research scientists
should have curiosity and a thirst to understand the application area in which they are
working.

The aim of the educational programme is to prepare PhD doctors to become leaders in the
field of data science research and to help them develop the research skills necessary for a
career in academia or industry.

Objectives of the educational programme:

- Develop a deep understanding of key technologies in data science and business in-
telligence: data mining, machine learning, visualisation techniques, predictive mod-
elling and statistics.

- Practise problem analysis and decision making.

- Gain hands-on experience with statistical programming languages and big data
tools through research papers.

- Gain skills in working with neural networks.”

11



C Expert Report for the ASIIN Seal?

1. The Degree Programme: Concept, Content & Implemen-
tation

Criterion 1.1 Objectives and Learning Outcomes of a Degree Programme (Intended Qual-
ifications Profile)

Evidence:

e Self-Assessment Report

e Programme Passports of each degree programme

e Module handbook of each degree programme

e Objective-module-matrix for each degree programme
e Diploma Supplement for each degree programme

e Faculty website

e Discussions during the audit

Preliminary assessment and analysis of the experts:

The experts base their assessment of the learning outcomes on the information provided
in the module descriptions, the so-called programmes’ passports, the programmes’ web-
sites and in the Self-Assessment Report of the seven degree programmes under review. For

each degree programme, I[ITU has described programme objectives, learning outcomes
(LO), intended basic and field-specific competencies and exemplary qualification profiles.
A short description of each programme, their main subjects, aims and objectives as well as
their qualification profiles are published on the faculties’ websites and easily accessible for
students as well as other stakeholders. Furthermore, there are regular revision processes
in place that take into account feedback by external and internal stakeholders.

The experts refer to the Subject-Specific Criteria (SSC) of the Technical Committee Infor-
matics/Computer Science and use the objective-module-matrices and module descriptions

4 This part of the report applies also for the assessment for the European subject-specific labels. After the
conclusion of the procedure, the stated requirements and/or recommendations and the deadlines are
equally valid for the ASIIN seal as well as for the sought subject-specific label.

12




C Expert Report for the ASIIN Seal3F

for each programme as a basis for judging whether the intended learning outcomes corre-
spond with the competences as outlined by the SSC.

The experts note that the relationship between programme objectives and learning out-
comes has been established in a comprehensible and logical manner. The development of
these objectives and outcomes for each study programme under review involves both in-
ternal and external stakeholders so that the curricula can be adapted and modified accord-
ing to the needs of the industry and the graduates on a regular basis. For example, [ITU
regularly conducts surveys, through which the different stakeholders get the chance to as-
sess the programmes and their main objectives and adapt them if necessary. Internal stake-
holders include all of ITU members (students, teaching staff, and non-academic employ-
ees), while the external stakeholders include the industry, alumni, the government, and
society. During the audit discussions, the programme coordinators report that the pro-
gramme passports, and thus the curricula, are modified by at least 30% every three years,
taking into account feedback from relevant stakeholders.

For the Bachelor degree programme in Computer Science, [ITU sums up the programme’s

objectives and lists the corresponding learning outcomes in its Self-Assessment report as
follows:

“The program aims to foster strong analytical, critical thinking, and practical skills for ca-
reers in software development, systems analysis, and related fields. To provide students
with a comprehensive foundation in computing principles, programming, and system de-
sign, equipping them to develop software solutions and solve complex technological prob-
lems.

Upon completion of a BA in Computer science, students will be able to:

e LO1. Apply knowledge to develop systems and create models for process optimiza-
tion.

e LO2. Apply knowledge to solve practical problems using mathematical and physical
methods.

e LO3. Develop and test software using modern programming languages and algo-
rithms.

e LOA4. Use analytical skills to understand processes and communicate in a foreign
language.

e LO5. Manage network infrastructures and configure their security.

e LOG6. Design and test software using modern tools.

e LO7. Possess knowledge of data analysis methods and skills in visualization for de-
cisionmaking.”

13
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In the programme’s passport, lITU describes that graduates of the Bachelor’s degree Com-
puter Science can work as Software development specialist, Information Technology spe-
cialist for telecommunication systems, Specialist in computer design and Web application
development, Specialist in mobile app development and promotion, Specialist in pro-
cessing, analyzing and storing large data sets (DataScientist) and Machine learning special-
ist.

For the Bachelor degree programme in Data Science, [ITU sums up the programme’s objec-

tives and lists the corresponding learning outcomes in its Self-Assessment report as follows:

“The objective of the Data Science DP is to provide foundational knowledge and practical
skills in data analysis, statistical methods, programming, and data visualization. The pro-
gram aims to prepare graduates for entry-level roles in data-driven industries and equip
them with the ability to understand and solve basic data science problems.

Upon completion of a BA in Data science, students will be able to:

e LO1. Apply mathematical and physical methods to solve practical problems.

e LO2. Develop, optimize, and test software using modern programming languages
and algorithms.

e LO3. Use analytical skills, understand social processes, and communicate effectively
in a foreign language.

e LO4. Collect, process, and analyze data, utilizing visualization tools for decision-
making.

e LO5. Use machine learning methods to develop and implement models for data
analysis.

e LOG6. Design and test software, applying programming languages and development
tools to create applications.”

In the programme’s passport, [ITU describes that graduates of the Bachelor’s degree Data
Science can take up occupation in “[enterprises] and organizations of various forms of own-
ership that use large amounts of data in digital form, requiring their structuring and analysis
to solve production and management problems” or in “scientific institutes and organiza-
tions developing, implementing and operating intelligent systems for predicting new re-
sults and making recommendations to optimize various processes and production.”

14
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For the Bachelor degree programme in Computer Security, IITU sums up the programme’s

objectives and lists the corresponding learning outcomes in its Self-Assessment report as
follows:

“The purpose of the Computer Security program is to provide practice-oriented training for
graduates in the development, application, and protection of information technologies,
with a focus on safeguarding data from external and internal threats, tailored for work

across various industries and businesses.

Computer security program’s objectives:

1. Prepare graduates for professional activities in the field of protecting applications
and programs from modifications.
To meet the needs of the market with computer security specialists.
Create conditions for continuous professional self-improvement.
Create conditions for the development of social and personal qualities of graduates
(purposefulness, organization, diligence, communication skills, ability to work in a
team, responsibility for the final result of their professional activities, civic respon-
sibility, tolerance), social mobility and competitiveness in the labor market.

Upon completion of a BA in Computer security, students will be able to:

e LO1: Utilize mathematical and physical methods to solve practical problems effec-
tively.

e LO2: Design, test, and optimize hardware systems to address engineering chal-
lenges, ensuring the protection of data from external and internal threats.

e LO3: Develop and evaluate software solutions using contemporary programming
languages and algorithms, incorporating mechanisms to safeguard data against ex-
ternal and internal risks.

e LO4: Apply analytical thinking and communicate proficiently in a foreign language.

e LO5: Manage and secure network infrastructures to ensure their reliability and re-
silience.

e LOG6: Identify vulnerabilities, perform penetration testing, and devise comprehen-
sive protection strategies.

e LO7: Leverage knowledge of cyber threats to develop robust measures for system
security, ensuring the protection of data from external and internal threats.”

In the programme’s passport, lITU describes that graduates of the Bachelor’s degree Com-
puter Security can work as computer security specialist, whose “main activity [...] is related
to secure computer systems and means of processing, storing and transmitting

15
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information; information security services; mathematical models of processes arising in the
process of information protection.”

For the Bachelor degree programme in Hardware Security, IITU sums up the programme’s

objectives and lists the corresponding learning outcomes in its Self-Assessment report as
follows:

“The purpose of the DP is to train highly qualified specialists in information security for
innovative industries, focusing on hardware-based protection to minimize data leakage
risks, while meeting global market demands and driving advancements in the field.

Upon completion of a BA in Hardware security, students will be able to:

e LO1: Apply mathematical and physical methods to effectively solve practical prob-
lems.

e LO2: Develop and optimize hardware systems with integrated software-hardware
protection to reduce data leakage risks.

e LO3: Create and test software with modern tools, ensuring data security through
software hardware protection.

e LOA4: Utilize analytical skills and communicate proficiently in a foreign language.

e LO5: Manage and secure network infrastructures to ensure their stability.”

In the programme’s passport, IITU describes that “Specialist in the field of information se-
curity hardware [is] an employee involved in the development, implementation and
maintenance of the technical section of the information security system at the enterprise.
The main activity of a specialist in the field of information security hardware is related to
secure computing systems and technical means for processing, storing and transmitting
information; information security services; mathematical models of processes arising in the
process of information protection.”

For the Bachelor degree programme in Network Security, ITU sums up the programme’s

objectives and lists the corresponding learning outcomes in its Self-Assessment report as
follows:

“The purpose of the DP is to train highly qualified specialists in enterprise information se-
curity audit, with competencies in protecting local networks from virus attacks and hacking,

while fostering professional growth.

Upon completion of a BA in Network security, students will be able to:

16
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e LO1: Apply mathematical and physical methods to solve practical problems.

e LO2: Develop, test, and optimize hardware systems for engineering tasks, ensuring
protection of local networks from virus attacks and hacker intrusions.

e LO3: Develop and test software using modern programming languages and algo-
rithms, incorporating mechanisms to safeguard cyber threats.

e LOA4: Apply analytical skills and communicate effectively in a foreign language.

e LO5: Design, configure, and manage network infrastructures, ensuring their security
and protecting local networks from virus attacks and hacker intrusions.

e LOG6: Analyze threats, monitor security, and develop recommendations for respond-
ing to cyberattacks.

e LO7: Ensure the security of web applications, analyze vulnerabilities, and develop
data protection strategies.”

Regarding the three Bachelor’'s degree programmes in the field of security, lITU further

explains in its Self-Assessment report, that “[these] degree programs have been coordi-
nated with the Kazakhstan Association of Information Security (KAIB) and the National In-
novation Center [...]. The curriculum of these degree programs is updated annually, as fac-
ulty members of the department participate in various cybersecurity-related events and
meet with many industry representatives who provide their recommendations.”

For the Master degree programme in Data Science, IITU defines the following educational

programme learning outcomes in the programme’s passport:

e “LO1: Argue the choice of basic standards, principles and design patterns, methods,
tools and programming languages, including choosing methods and tools for build-
ing information security systems of modern ICT.

e LO2: Apply mathematical models and methods of various processes

e LO3: Create mathematical models using the methods of modern information tech-
nologies.

e LO4: Build a mathematical model of energy problems

e LOS5: Develop and / or use software, hardware, information, mathematical, and
functional support for information systems, including algorithms and methods of
information security

e LO6: Demonstrate communication skills, initiative and psychological preparedness
for work, including when working in a team and to make managerial and technical
decisions

e LO7: Build 3D visualizations

17
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e LO8: Extract the desired information from various sources, including information
flows in real time

e LO9: Apply research methodology in the field of data science

e LO10: Solve applied problems of data processing and analysis in order to identify
hidden dependencies in them

e LO11: Carry out a comprehensive analysis and analytically summarize the results of
scientific research using modern achievements of science and technology, skills of
independent data collection, study, analysis and generalization.”

For the PhD programme in Data Science, IITU sums up the programme’s objectives its learn-

ing outcomes in its Self-Assessment report as follows:

“The purpose of ‘Data Science’ PhD DP is to cultivate researchers capable of developing
new theories, methodologies, and applications in data science. The program emphasizes
original research, critical analysis, and thought leadership to advance the frontiers of data

science.

Upon completion of a PhD in Data science, students will be able to:

e LO1. Conduct independent research, analyze data, and develop new theories in
your field.

e LO2. Develop and implement models to solve complex problems using modern al-
gorithms and frameworks.

e LO3. Develop and optimize complex machine learning algorithms for analyzing large
volumes of data and implement them in practical applications.”

In the experts’ opinion, the intended qualification profiles of all seven programmes under

review are generally clear, plausible and allow students to take up an occupation, which
corresponds to their qualification. They learn that the graduates of IITU are much sought
after in the labor market. The representatives of industry emphasize the high quality of the
graduates of the programmes under review. They emphasize positively that IITU graduates
already have good skills and sufficient knowledge and, above all, stand out because they
can adapt quickly to a new environment and new circumstances. Therefore, they are very
satisfied with the graduates overall. Furthermore, students as well as graduates also state
that they are satisfied with and well aware of their good job perspectives. In general, a high
employment rate among graduates can be demonstrated to experts, which underlines that
[ITU graduates are well received by the industry.

18
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However, even though industry representatives state in the audit discussions that they are
generally satisfied with the graduates and the individual cooperation with lITU, they would
like to strengthen systematic exchange between the industry and the university. They de-
scribe how much currently happens through personal contacts. For example, one repre-
sentative reports that feedback from his company led to the introduction of a new module,
which in turn resulted in three students completing an internship at his company after tak-
ing the course. In general, the university itself shows a high level of interest in exchanging
ideas and establishing links with industry. However, the industry representatives also note
that exchanges often require a lot of agreements and involve a great deal of bureaucracy
that there is no established system for regular exchange on a higher level, e.g. through an
advisory board or similar. They would like to have more regular, systematic meetings to
discuss the further development of the programmes and not just to exchange ideas when,
for example, an internship is at stake. Therefore, they would like to see further work on
expanding systematic exchange, for example when it comes to the latest developments in
the industry and how the curriculum should be adapted accordingly, but also when it comes
to internship positions. Although they state that in general, they are already satisfied with
the level of individual cooperation at the moment, they believe that the exchange could be
raised to a higher/more systematic level.

The experts acknowledge that the university does conduct surveys of industry in order to
further develop its degree programmes and that there is an exchange between IITU and
industry on many levels, whether through personal contacts or contacts that arise, for ex-
ample, after jointly organised internships. Nevertheless, they understand the industry’s
wish for stronger and, above all, more systematic cooperation and want to support this
with a corresponding recommendation. Therefore, the experts recommend to strengthen
the cooperation with industry, especially regarding the establishment of a systematic and
regular exchange. The experts emphasise that Almaty has a large IT infrastructure and in-
dustry, which should be integrated accordingly.

In summary, the experts confirm that all seven degree programmes under review ade-

quately reflect EQF 6 level (Bachelor’s programmes), EQF 7 level (Master’s programmes),
and EQF 8 level (PhD programme) respectively. This can also be confirmed based on the
module descriptions and discussions. The learning outcomes are consistent with the ASIIN
Subject-Specific Criteria of the Technical Committees 04. They aim at the acquisition of
specific competences and are well-anchored and binding.
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Criterion 1.2 Name of the Degree Programme

Evidence:
e Self-Assessment Report

e Programme Passport of each degree programme
e Diploma Supplement for each degree programme

e National regulation: “RK Classifier of Higher and Postgraduate Education”

Preliminary assessment and analysis of the experts:

As explained in the Self-Assessment Report, the names of all programmes under review
were chosen in accordance with the “RK Classifier of Higher and Postgraduate Education”
as mandated by the Kazakh Ministry of Science and Higher Education and Science. Besides
the designated programme names, an alphanumerical code is part of the official pro-
gramme title which uniquely identifies the programmes and matches them with a national
classification of subjects and study fields. Although all programmes are taught fully in Eng-
lish according to the university, the programmes still have original Kazakh names which is
also due to the national regulations. This does not seem intuitive to the experts but is not
considered problematic.

For the four undergraduate programmes IITU awards the degree title of “Bachelor of Infor-

mation and Communication Technology”, the degree title of the Master’s degree pro-

gramme Data Science is “Master of Technical Sciences” and graduates of the doctoral pro-

gramme Data Science are awarded the degree of “Doctor of Philosophy”.

The experts are generally satisfied with the titles of all seven programmes under review

and confirm that the titles correspond with the intended aims and learning outcomes. How-
ever, the experts note that the same title is not always used for the Bachelor Hardware
Security. For example, it is referred to as “Hardware means of data protection” on the web-
site, while a different name is used in slides from a presentation given during the audit.
When asked, those responsible confirm that “Hardware Security” is the correct name. The
experts note that consistency must be established between the official and published
names. Following the audit, the IITU updates its website, which now also uses Hardware
Security as the designation. In the experts' opinion, this now ensures consistency.

In summary, the experts confirm that both the Kazakh as well as the English programme
names and degree titles correspond with their intended objectives and learning outcomes.
They are now used consistently across all official documents as well as the university’s web-
sites.
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Criterion 1.3 Curriculum

Evidence:
e Self-Assessment Report

e Programme passport of each degree programme

e Module handbook of each degree programme

e Objective-module-matrix for each degree programme
e Diploma Supplement for each degree programme

e Student handbooks

e Faculty website

e Discussions during the audit

Preliminary assessment and analysis of the experts:
Structure and Content of the programmes

The curricula of all seven study programmes under consideration are reviewed by the ex-

perts in order to identify whether the described learning outcomes (see chapter 1.1) can
be achieved by the available modules. Course descriptions as well as overviews and the
objective-module-matrices matching the different LOs and the various module contents
were provided for a thorough analysis.

The curricula of the four Bachelor’s degree programmes are designed for 8 semesters and

offered as full-time study programme. To complete the programmes, students must com-
plete at least 240 ECTS credits. The curriculum of the Master’s degree programme Data

Science is designed for 4 semesters in which students have to reach at least 120 ECTS cred-
its and is offered as a full-time study programme. The PhD programme Data Science is de-

signed for 6 semesters including 180 ECTS credits and is offered as a full-time study pro-
gramme as well.

In its Self-Assessment report, lITU explains the general development, approach and struc-
ture of the curricula as follows: All programmes “are designed to meet the needs of modern
society and the labor market. [...] When developing the curriculum for DPs, the opinions of
all stakeholders are considered, and LO are aligned with course outcomes, contributing to
the achievement of the specified competence package. Changes were made to the elective
courses section based on labor market demand and recommendations from the Educa-
tional and methodological associations of the Republican Educational and Methodical
Council. Professional internship is organized in accordance with the Procedure for
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Organizing Professional Practice for Students, and the ECTS of professional practices is
aligned with the SCES. [...] The list of courses retains prerequisites and post-requisites, al-
lowing students to gradually study relevant courses. If certain courses no longer align with
the overall concept, they are reviewed, and a decision is made collectively whether to mod-
ify or remove the course from the curriculum. A comparative analysis is conducted to en-
sure that core courses meet the requirements, and based on this, the program coordinator
determines the program’s integrity and its alignment with the corresponding level of prep-
aration. Elective courses are designed to give students the opportunity to choose a direc-
tion that suits their interests, with each elective linked to a specific competency, ensuring
that the overall LO learning outcomes remain achievable. In addition to the core degree
programs, minor courses are offered to students as an opportunity to gain extra skills.
These courses contribute to the overall assessment as part of Self-Directed Learning grades.
For example, Coursera courses can be assigned by instructors as additional learning mate-
rial, courses from Huawei Academy or Cisco Academy are also available, offering special-
ized skills. Each of these courses has its own grading system outlined in the syllabus. When
calculating the overall semester grade, these minor courses are mandatory for inclusion in
the evaluation process. Furthermore, minor courses are counted as part of the 240 credits
required for degree completion and are reflected in the student transcript.”
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For the Bachelor’s degree programmes Computer Science, IITU presents the following cur-

riculum in its Self-Assessment report:

Computer Schinee 1023-2017
Term 1 Term ?
Foreign language § | Foreign language 3
Information and Communication Technologics : Political science 2
Diserete mathematics fi Sociology 2
Algebea and Goonietry | % [Physical Cubture 4
Introducicn © Progrimmng o | & [Physia 4
WD Lechnology B Mathematical analysis &
Educational practios 2
Programming in Python +
credits 3] credits 29
[ il
Term 1 Term 4
Kaznkh (Russian) langusge b Kazakh (Russian ) lanpusge 5
Flyc:}mhgr ? Algorithing and data strictures £
Culiurul studies 2 | Dutsbase theocy 3
Hisiory of K azikhatan £ i Prafessional Internship 4
Physical Culiue 4 * [ Compulations matemutics 5
Olject-arieniad programming 7 Mathermatical statiitics for progrmmen g
| Design and administration in M5 EXCEL 3
eradite 3 eredits
Azl
Term & Term & :
Fundamentals safety of life sctivity and ceslogy Philosophy 3 g
Fundamentals of law and anti-comuption cubure PL/SQL programuming 3
Startups and crtroproncurshiy z Data analysis and visuslization i Power Bl 5 =
Econoimee theory Numerical methods of analvsis and algebea 5 g
Rescarch meiodology - Ajpplicetion development in ASPNET i
Professionally orierted foreign lnguage | & [Mmer2 5
Business corespondence in the sta lnguage : Frofessional Interuship 4
Programieng on Intemet of Things (10T) §
M 1 i
Divel | of Wb applications in Java Sprin 5
credits 26 erediis 34
Term 7 Term &
Cperation research t | Pregradustion practice :
Advanced WEB technology E Algorithmic apects of machine learsing fi
Advanced database theory t Human-compuier misraction
Algorithm Design and Analyvis 4 Parallel programmng
Mivor 3 . . Amm. Web Services Foundatons (AWS
- Foundations )
Exploratory daia analyss 3 -4 Development of mohile mpplications on 103
Development of mobile apphications on Android
Diploma Work (Projecth and Defense L
eredie 3] eredite 29
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For the Bachelor’s degree programmes Data Science, IITU presents the following curricu-

lum in its Self-Assessment report:

language

Operation research

LA

Methods of nonlinear programming

LA

Deep learning for Applied
Mathematics

vear 4

Machine learning 2

LA

Exploratory data analysis

LA

Optimal management

Minor 3

M| LA

credits 32

Data analysis and visualization in
Power BI

Methods for solving inverse ill-posed
problems

Deep learning of inverse problems

Data Science 2023-2027
Term 1 Term 2
Foreign language E] Foreign language 5
;"m&m Communication 5 Physical Culture 4
Algebra and Geometry 4 - Mathematical analysis 1 4]
Introduction to Programming B E Physics 4
WEB technology B Educational practice 2
ﬂ‘:m“ftmxiﬂ e 6 Programming in Python 4
Probability Theory 3
credits 32 credits 28
total for the 1st year = 60
Term 3 Term 4
Kazakh (Russian) language 5 Kazakh (Russian) language 5
History of Kazakhstan 5 Political science 2
Physical Culture 4 Sociology 2
Object-oriented programming 7 o Mathematical analysis 2 5
Differential Equations 5 g Algorithms and data structures 5]
Computational mathematics 5
Professional Internship 4
Statistics for data analysis 5
credits 26 credits 34
total for the 2nd year = 60
Term 5 Term 6
Psychology 2 Philosophy 5
Culral swudies 2 English for STEM 2
Research metodology Machine Learning 1 5
Fundamentals safety of life activity Advanced Mathematics for Machine -
and ecology Learning -
Fundamentals of law and anti- 5 . .
- - Minor 2 5
corruption culture
Startups and entrepreneurship gr Professional Internship -
Economic theory Numerical analysis 6
Professionally oriented foreign 4
language
Python for Data Analysis s
Database theory 5
Minor 1 k)
credits 28 credits 32
total for the 3rd year = 60
Term 7 Term 8
Business correspondence in the state 2 Pregeaduation practice 5

Neural Networks

Diploma Work (Project) and Defense

total for the 4th year = 60

28

g
3
_5'.
C
5
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For the Bachelor’s degree programmes Computer Security, [ITU presents the following cur-

riculum in its Self-Assessment report:

& RAESEN & mmtadow

e L R

Copaputer Socurity 20232027

Term 1 T erm 2
Forei. al b} Froreign janmmages s
\Eazakh [Bussm) lagusae 5 ¥azald (Russian] languaze [
[Fhigtors of K azsdstan 5 Peychalogy
—- Informastion and Comennnicatio n
I athetnencal srelyain [l h Techinlomioa =
Legal Bazics of [nformation Secunny 4 =3 Culhiral studies i
Phivsic e Crultre 4
Alpebrs and Geometry El
Algorithoication snd Prooeamening 4}
Ecuc ational practice 2
A re i
total for the 1st year = 60 credits
T erm 3 T eren 4
Profession onented faretpn lak
(POl cal $03 eqice 2 I o e 2
S ocinlogy 2 Web bechnolo gies 4
Phpaics] cvlture 4 Bagics of the Timas operating systetr 4
Plrsics a 1; Swatching, Routng, and Wireless Essentials
o athemencal fundanions of information - L
— f By Bagic Circut Theors
Cibject-anented proprameang (Tawa) a Buzmness correspandence i the stete languege
Ciompurer Metsotlong Basica g Industnal prachce
Computer nformaton Protecion
 Technolnmies
edite ) e
total for the 3nd year = 60 credits
T oy = T oren G
Phila sop by 5 Project IManagement in mformstio n Secuty
[oformation Theory 4 Unfopmationrecovery bechnologies
Cwganization and arekdtechur of computing Iitro diction to Coteli R
EYEtems 4
— oy
Crganization of datsb ass meanagement & T
eyetems 4 Fi]
. Lo Cryptographee rethods of mfbrmaton
Eertho o programmering language d e
Introducton to Cybersecunty Tcident .
[nwesboabon il Elagursie Epaer Boowls 4
[mor 1 5 Industnsl prachce 4
Mmor 2 =]
credits 51 credits  PY
total for the 3rd year = 60 credits
Term 7 Term B8
Cagitz] Forensics 5 Economics and mdustrsl Engineerng
Pracical penteshing i Stertips emd entrep renershm
Protectinn of dacshaze management swstems 5 PRI ©4 15557 U Ak B T 5
culhye
Ltro duction to Cloud Fundamenids s afety of bie achviby and
L] e olo gy
Mohile secwity technolomes -r Research meto dola oy =
[d entitr and eccesz pnanagoment ; Pre-graduste practice i
Crevelopment of corporate applications o [} ;-., Protection ofapphicatons and scrpts from
the Cyanan fanewrark o difications
bfmne = ] Dewbies 5
Blockchain technology
Cyher visks and et iteligene o
Revers e Engineceing El
 Diploma Worls (Project] and Defepce 2
crodits 31 cradits PO

total for the 4th year — 60 crodits

totally 240 credits
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For the Bachelor’s degree programmes Network Security, lITU presents the following cur-

riculum in its Self-Assessment report:

MHetwork Security 2023-202°7

Term 1 T erm 2
Foreizn lshemaee 4 Froeionlonmass
Farakh (Eussian lanmises 5 ¥azdlh (Russian) language
Histare of ¥ arsldatan 5 Peychology
- Informshon and Communicabon
I ethenehcal endysisz ] E Techoologiez
\Legal Pasics of nformation Secuity 4 = Cultural studies
Phryzicd Culre
Alpetrs and Geometry
Alporidnization sd Prosramiiing
Educational practice
E I_ CE
total for the 1st vear = 60 credits
Term 3 T ervm 4
Profeszicn, onented fareipn lan
Political scienee 2 ally e
Socinlngy 2 Teh technolo gies
Phipaice culhie 4 Bagics of the Tinwr operating system
Bhrpsica P 1; Swarching, Routing and Wireless Ezzentals
I ethernetical fomdatons of information Fis e
P p -8 Bagie Cireut Theors 4
Chject-nnented propramming (lava) p Business corvespondence in the stete languege 5
Compubsr FMetworkine Pazics [ Industnal prachce i
Compurer Informaton Protecton
Technolosis |
edits [ I'ed )
total for the 2nd year = 60 credits
Term 5 Term &
Phala sophy P Froject IManagement 1n nforms=hon Secunty p
[ foanatiog Theory o Metwrorks infrastiachire securty
3::.;:!1011 Bl I bR e 4 o Intmduchon to [nfeligent Cwb ersecunty 4
Ligita] circuit fecizn s @ |adustidpretice 1
Python programeene languase 4 = Zecurity of operaing cyctems 4
Erterprize Metworks, Secunty, and Cryptographue methods of mbrmahon
Aartoamnatio 5 ey 4
Imor 1 5 Metwworl £ ecurity 4
Minor 3
e it red 4
total for the 3rd vear = 60 credits
Term 7 Torm 8
. . Fimd tels 5 ety of bie act d
Precical pentestng amentals s atety ol hie schvity an
] e olo gy
LA Enterprize Techholomes il Economica and ndustrial Enpineening
I chile security technologies Siztops end entepreneurship
.. . ) 4 - 1
CApital forensics ofnetwark infrastracture Fundamentdls o flaw and anti-comuption
cultre 5
Iinnt 3 5 Regearch meendoloor 2
-r
Protection of datshage management syatems p E Pre-graduste practice 5
[ntraduction to Cloud ;a—a Dbl et
Cevelopmment of corporate spplicatons o Mernazmg netwrorl infasruchee
the Cyango faneworl “ wultues ch hitiss 3
[nt=ion detechon and prevenhon s ystems Blockcham techno logy
Hetwork Inbere omme chan
Andyhcs of Informahon S ecunby Center 4
Trplorma Wotle [Project] and Defence kS
credite A1 credits 20

total for the 4th year = 60 credits

totally 240 credits
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For the Bachelor’s degree programmes Hardware Security, lITU presents the following cur-

riculum in its Self-Assessment report:

Hardware Security 3023 2027

Term 1 Term 2
Formgn lsnpuage 5 Foreipn langnage
Flarakh (Eussian) language & Karakh [Eussian) lanpuape
History o £ Karakhstan & Peycholopy
- Information and Commumcshon
| ethefratical atalrsis fi B Techninln =iz
Lemal Bazics of nforrmston Securisr 4 ;\ Cularal studies
Phe=sical Culowre
Alpehra and Gentretry
Aleanithrmization and Programining
Erfmcehana prachce
credits 25 creckts
total for the 1st year= 60 credits
Term 3 Term 4
" . Profiessionaby oriented foreig language
Political science 2
Socialopy z TWeh terhilnmes
Physical eulhus 4 Basics ofthe Linuse operating system
Suatching, Rouh o Wirel Es 1els
Elimns 4 ~y ng, Roubng, an 33 Essent
Mafhl.:naatica] faundations of infonmahon §\ s R R
SECUNE fi
Chject-oriznted programemmg [JTava) p Busiress comrespondenc e tnthe state Janguage
Computer Hetwo dang Basics '] Industnal practice
Campurer Infommation Protection
Technolo sies
credits [l i
total for the 2nd vear = 60 credits
Term 5 Term 6
Philos ophy 5 Project Management in Inforrstion & ecurity
[nfrmaion Theory 4 10T tectmology
Cirgamzahon of datah ss= mansgement et i Bl ) (s
i (s 4 I :
Cagital circuit desipn 4 B Computer Speterne Architechre
Electmnics 4 ¥ |Industrial practice
Python prograrmeg language 4 Zecunty o £ operatmy svstems
bimor 1 I:rypt_n arachic methods of infonmafion
) SECUETEY
Minor 2
credit= ) il
total for the 3rd year = €0 credits
Term 7 Term 8
6T sectity Fund snencals saftr of lfe acovity &l
[} e ologsr
[ cxo co oiroll=r Programming [ Eronomics and Indusina Engneerme
IMohile secunty technrologies Erarnins and entrenT st
. 4 Fund anencals of law and anti-comiption
5 mart technologies culbie
Prtection of database meansgement sypatems 4 - Research metodolo gr .
Hardware g ecurity intepraion E Pre-grafuate practice
Prachca pentestng #+  |Hardware security encription technologies
Devel otz a1 3 plication for handwars 5 )
i Blackeh hnal
desiceg in Python o Ekehan techna agY
Lfinor 3 5 Dovblet
Manzgng the s ecunby oEreconimrshle
ihteorated swateme
Biometric Acceds Contol Systems
Diplotns Wark (Project] and Diefenes
credits 300 crechts 300

total for the dth vear = 60 eredits

totally 240 credits
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For the Master’s degree programmes Data Science, IITU presents the following curriculum

in its Self-Assessment report:

Data Science 2023-2025 (Master's)
Term 1 Term 2

The research work of a student, The research work of a student,
including an internship and 2 including an internship and 3
implementation of master's thesis implementation of master’s thesis
History and philosophy of science 4 Foreign language (professional) 4
High School of Pedagogy 4 Psychology of management 4
Machine Learning 1 5 Teaching practice 4
Methods of mathematical modelling 5 Machine Learning 2 5
Python/R for analysing data 5 E Fundamentals of research work 5
Numerical simulations using Python - Finite-difference methods for partial
for DS differential equations
Deep Learning in computer vision Mmhl m;l modeling of 5

5 R |
Introduction to HPC with Mpi for DS | Optimiz ods for DS

applications
Databases: Advanced Advanced Data Analysis
Oracle database 11g: PLSQL
Fundamentals (Oracle)
credits 30 credits 3
| L ael
Term 3 Term 4

The research work of a student, The research work of a mas-ter™s
including an internship and 5 student, including an in-ternship and | 14
implementation of master's thesis implementation of master”s thesis
The problem of retraining neural . ,

5 B
networks, data argumentation ASSTCL prmetion

Registration and def f et

Bayesian statistics and analysis R FISCOTARESIEE |y

c thesis
Applied multivariate statistical -
analysis E
Mathematical modeling of -
enumerative combinatorics 5
Artificial Intelligence for Social Good
Machine learning methods for solving
inverse problems 5
Parallel computation
Applied Deep Learning
Exploratory data analysis and 5
visualization

credits 30 credits 3
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For the PhD programmes Data Science, [ITU presents the following curriculum in its Self-

Assessment report:

Data Science 2023-2026 (PhD)
Term 1 Term I
The research work of a PhD student, m m.sm.wm‘k 0‘. S Hudm;
; . ; ] including an internship and
including an internship and 5 — ion of master's thesis 15
implementation of doctoral thesis (NIRD)
History and philosophy of science 4 Teaching practice 10
Research methods 4 Research practice 5
Deep learning in applied mathematics
4 -
Nonlinear optimization problems of P
machine learning -
Game simulation and applications 4
Advanced deep learning problems
Enumerative combinatorics 4
Applied statistical analysis
Machine learning methods and
algorithms 4
Conditionality of systems of linear
equations
crediis 29 credits 30
0 (i el
Term 3 Term 4
The research work of a PhD student, The research work of a FhD student,
including an internship and 30 ';:_, including an internship and 25
implementation of doctoral thesis g implementation of doctoral thesis
Research practice 5
credits 0 credits 30
ol or th i all
Term § Term &
The research work of a PhD student, The research work of a PhD student,
including an internship and io " including an internship and 1
implementation of doctoral thesis E implementation of doctoral thesis
™ | Writing and defending a doctoral 12
dissertation
credits 0 credits 30
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Overall, the experts are satisfied with the curricula of all degree programmes under review.

They see that the programmes are well structured and that the modules build on each
otherin a reasonable way, enabling the students to effectively reach the learning outcomes
as laid down for each programme as a whole. Especially regarding the structure and con-
tent of the three Data Science programmes as well as the Bachelor Computer Science, the
experts confirm that the respective curricula are completely fine and well suited to reach
the respective objectives.

Regarding the three bachelor's degrees in the field of security, the documentation of the

programmes and their structure is difficult to the experts. For example, it is not completely
clear to the experts which courses are compulsory, and which are electives. One example
is the course “Network Security”, which, according to the initial documents, is only an elec-
tive in the degree programme of the same name. The programme coordinators confirm in
the audit that this is a mistake and that it is a compulsory course. During the audit, it hap-
pens several times that questions regarding content are clarified in such a way that they
make sense in terms of the structure and design of the programmes, but do not correspond
to the documents submitted. Based on discussions with the different stakeholders and a
review of the coursework, exams, and final theses during the on-site visit, the experts get
the impression that the programmes are well designed and structured and achieve their
respective goals, but the related documentation remains unclear. Following the audit, the
university submits additional documents that are intended to clarify exactly which courses
are compulsory and which are electives. Unfortunately, the experts are still unable to
gather this information from the additional documents with any certainty, and it is also not
clearly and precisely presented on the websites. Therefore, the experts state that [ITU must
ensure consistency regarding the documentation specifying which courses are compulsory
and which are electives (see chapter 4.3).

Even though the experts have determined that the content meets the required standards
and ensures that the respective learning objectives are achieved, they believe that the ac-
ademic level of all programmes could be further increased in the medium and long term.
The content and objectives taught and described in the module descriptions are adequate
and at an appropriate level. The examinations submitted are also in line with this, and dis-
cussions with students, alumni and industry representatives suggest that an adequate level
is achieved upon graduation. However, after reviewing the final theses of the various pro-
grammes, the experts believe that their scientific level could be raised further. This applies
to content-related issues as well as the scope of the respective topics — for example, many
of the bachelor's theses submitted are group projects and are relatively limited in scope for
a group project — but also to the layout quality in terms of the formatting of the theses and
the references provided (e.g. many online links but no ‘proper’ bibliographical references).
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Therefore, the experts recommend to further raise the scientific level of the programmes,
and especially to ensure a higher scientific level of the final theses.

Furthermore, the experts discuss the approach of conducting all teaching in English with
the university and the students. At IITU, all courses except for general education courses
(e.g. Kazakh history) are taught in English. The students state that they deliberately chose
[ITU because it adopts this approach and they want to improve their English skills. The stu-
dents state that they feel capable of studying in English in principle. The university also
offers additional language courses and there is always the option of asking the lecturers to
repeat individual points in Kazakh/Russian if something is not clear during the courses. The
students confirm in the audit that they are satisfied with the English skills of the lecturers.
The industry representatives also emphasise that they view the [ITU's approach positively
and have a need for graduates with the appropriate English skills. The experts also support
[ITU's approach and recognise that the university already offers support to both students
and teachers to further improve their language skills. They acknowledge that the level of
language proficiency is sufficient to conduct teaching appropriately. However, in the vari-
ous discussions held on site, the experts also recognise that the language skills of teachers
and students vary greatly and that there is still room for improvement on both sides in this
regard. Therefore, the experts recommend to continuously develop the English language
level of students and staff members.

With regard to the security-related Bachelor’s degree programmes, the experts are primar-

ily discussing with the university the approach of offering three different bachelor's pro-
grammes in the same field of security. They want to know why a programme with three
specialisations is not being offered. The coordinators understand this idea and report that
there used to be one programme, which was then divided into three separate programmes
due to national regulations. Nevertheless, they agree with the experts that it would make
more sense to offer only one programme. The first two years of study are already the same
anyway. With one programme, it would also be possible to pool student numbers, which
currently vary greatly between the three programmes. The average starting cohort size in
the three programmes varies between 32 for hardware security and 352 for network secu-
rity. During on-site discussions, the coordinators stated that they would discuss a merger
again and that they themselves considered it to be sensible. However, they also pointed
out that this would be a lengthy process. The experts acknowledge that the university is
open to the proposed adjustment and recommend establishing only one programme in the
field of security and then offer different specialization tracks or at least, merge the two
programmes Computer Security and Network Security and keep and further differentiate
the Bachelor’s programme Hardware Security.

31



C Expert Report for the ASIIN Seal3F

In addition, the experts are of the opinion that the content of the three security pro-

grammes could be updated. For example, a new course on blockchain in the security pro-
grammes is exemplarily presented as one of the latest updates of the security related cur-
ricula. However, the experts consider that blockchain is no longer a current topic or in high
demand and should not be regarded as the latest development. The experts acknowledge
that the content taught is fundamentally sound, but that faster updates are needed, par-
ticularly in the case of more advanced specialisation and courses covering more in-depth
content (see also end of this chapter). Therefore, the experts recommend updating the
content of the curricula of the three security-related Bachelor’s degree programmes.

Finally, the experts want to know whether there are plans to offer a master's degree in
security. They learn that this is in the planning stage, but that it requires sufficient and
appropriately qualified staff, which is not easy to get, especially in this field, as the univer-
sity is competing with industry for the best people. However, the IITU itself also wants to
expand its range of programmes accordingly. The students also state that they would like
to see a consecutive Master's programme offered in addition to the three Bachelor's pro-
grammes. The experts recognise the university's willingness to expand its range of pro-
grammes accordingly and understand that there are limitations in terms of resources. Fur-
thermore, the experts acknowledge that there currently is a Master programme called
"Computer technologies and cybersecurity". This Master’s programme is covering security
topics, however only with around 30% of the credit points. Therefore, this cannot be con-
sidered a consecutive Master’s programme for the three Bachelor’s degree programmes.
For these reason, in order to further support the idea of a new consecutive programme,
the experts recommend introducing a consecutive Master’s degree programme in the field
of security.

In summary, the experts state that these are well-established and appropriately structured
programmes that ultimately achieve the planned objectives well. This is further confirmed
by the high level of satisfaction among students, alumni and industry representatives.

Mobility

To enable international mobility of the students, IITU has built up a network of by now 106
partner universities, among others in Germany, Poland, Turkey, South Korea, Russia, and
Malaysia, as the representatives of the Rector’s office explain. According to the Self-Assess-
ment Report and the mobility application website, students can go abroad for one
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semester or an entire year, and earned credits can be recognised and transferred to Kazakh
credits if the modules align with those offered by IITU.

[ITU presents the following tables regarding the number of students of the various pro-
grammes participate in mobility opportunities:

For the security-related programmes:

Academic Mobility BA 2019- 2020- 2021- 2022- 2023- 2024-
Security 2020 2021 2022 2023 2024 2025
South Korea 4 13 8
USA 1
Germany 3 7 2 13 3
Poland 2
Russian Federation 3 1 3
Turkey 10 5
Czech Republic 4 4
Malaysia 4 4
Hungary 1
For the Data Science programmes:
Academic Mobility of Data 2019- 2020- 2021- 2022- 2023- 2024-
Science 2020 2021 2022 2023 2024 2025
South Korea 1
Germany 1 1 1
Russian Federation 1
Malaysia 2 1 1
TOTAL 3 2 3 1
For the Bachelor’s degree Computer Science:
Academic Mobility of 2019- 2020- 2021- 2022- 2023- 2024-
Computer Science 2020 2021 2022 2023 2024 2025
South Korea 1 1 1
Germany 1
TOTAL 1 1 1 1

During the on-site discussion, the students state that they themselves or other students
who have been abroad have generally only had good experiences with the university's sup-

port and mention that lITU’s mobility centre is very supportive in this matter. They are also
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of the opinion that the existing opportunities are good, but they would like to have more
countries available as potential destinations. Even though the corresponding mobility sta-
tistics are not that high, the expert group recognizes that the university has focused on
expanding its network of partner institutions to further encourage student participation in
exchange programmes and already offers a variety of opportunities for going abroad to
their students as well as their teaching staff. However, they also recognise that the range
of opportunities on offer could be expanded further in order to convince even more stu-
dents to take advantage of mobility opportunities in the medium term. In particular, they
want to address the wishes of students who would like to see more opportunities available.
Therefore, the experts recommend to further increase the opportunities regarding inter-
national mobility.

Periodic Review of the Curriculum

The curricula of all seven degree programmes under review are designed to comply with

the specified outcomes and they are, according to [ITU regulations, subject to constant re-
vision processes. As such, the curricula will be reviewed regularly and commented on by
students and teachers as well as by external stakeholders such as alumni or industry part-
ners. The faculty keeps in touch with former students through the faculty alumni network.
Market needs are assessed through regular surveys, as well as through contacts with em-
ployers achieved through internships and research cooperations. During the audit discus-
sions, the programme coordinators report that the programme passports, and thus the
curricula, are modified by at least 30% every three years, taking into account feedback from
relevant stakeholders. However, as already mentioned, industry representatives also re-
port that the exchange could be even better coordinated and systematized (see Chapter
1.1).

Furthermore, during the audit, the experts gain the impression that the entire process of
revising the curriculum could be accelerated. Discussions with industry representatives,
who mention the high level of bureaucracy, confirm the impression that many steps are
necessary and that dynamic adjustments to the content are only possible in portions. For
example, a new course on blockchain in the security programmes is exemplarily presented
as an update of the security related curricula, although the topic is already losing relevance
in the experts’ opinion, while emerging areas such as Al are not yet fully integrated. The
experts therefore recommend fasten the process of updating the curriculum as the inno-
vation cycle seems to be kind of slow. For the experts, it could also be one solution to in-
troduce more flexible course formats, such as a “selected topics” course in each pro-
gramme, which can be used to discuss the latest developments of the respective field.
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In summary, the experts note that clear regulations and processes for the further develop-
ment of curricula are in place, which also ensure that curricula are reviewed on a regular
basis. Nevertheless, in the experts' opinion, the entire process could be accelerated and
cooperation with industry could also be strengthened to this end.

Criterion 1.4 Admission Requirements

Evidence:
e Self-Assessment Report

e Standard Rules for Admission to Higher and Postgraduate Educational Organiza-
tions (SRAHPEO) that Implement Higher and Postgraduate Degree Programs,

e Admission Rules for Undergraduate Programs of [ITU

e Admission Rules for Master's and PhD Doctoral Programs of IITU
e Webpage lITU

e Discussions during the audit

Preliminary assessment and analysis of the experts:

[ITU has published transparent regulation for the admission of students to all programme
levels which outline the admission procedure and criteria as well as special provisions for
the admission of foreign students. The relevant information including also deadlines,
schedules, and data on tuition fees and scholarship options are also available on IITU’s ad-
mission websites.

Eligible to study undergraduate programmes at [ITU are people with secondary, technical

and vocational, post-secondary or even higher education. Depending on the type of prior
education, slightly different documentation is required for the admission process. Students
can enter the programmes once a year in September. The admission is based on the so-
called Unified National Test (UNT), a standardized entry examination developed and con-
ducted by the National Testing Center of the Ministry of Science and Higher Education of
the Republic of Kazakhstan. The UNT includes general as well as programme-specific exam-
ination tasks to assess whether applicants dispose of the required foundational knowledge
relevant to their chosen field. The results of these tests are also the criteria for the eligibility
of candidates for certain educational grants and scholarships. Moreover, IITU requires a
proven level of English language of at least B1 as evidenced by recognized certificates like
IELTS, TOEFLS, or the university’s own language test. The university offers designated Eng-
lish language courses for potential applicants, an offer which is well-used by many potential
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students, as described in the Self-Assessment Report. The experts appreciate this policy
and the support courses as part of lITU’s international approach.

The admission prerequisite for the Master’s degree programme Data Science is the prior

completion of a Bachelor’s degree. Furthermore, applicants need to pass a Comprehensive
Test conducted by the National Testing Center. The admission to this programme is open
every semester.

For the doctoral programme, the Self-Assessment Report explains that strict, transparent,

and binding admission requirements are in place to ensure an adequate selection of stu-
dents with the ability to complete the programmes. Students can apply every semester.
Applicants must hold a relevant Master’s degree, have at least 9 months of work experi-
ence, provide English language proficiency and include a research proposal. In cases where
minor knowledge and/ or skills gaps are noted during the entrance exam, the university
may still admit the applicant but offer appropriate courses or research assignments to
bridge these gaps.

As outlines by the admission regulations, applicants with proven disabilities or special
needs are given additional time to complete the entry exams. Various committees ensure
the independency, transparency and fairness of the admission processes. Admission deci-
sions can be appealed in front of the university’s appeal committee.

For all examinations, students can get bonus credits for socially oriented community service
activities in the interests of individuals and/ or legal entities of certain kinds as outlined in
the regulation on the recognition of non-academic achievements. Likewise, also subject-
specific formal and informal extra-university education like online courses, academic mo-
bility programmes or the participation in international science competitions, can be recog-
nized if a respective committee recognizes the equivalence of the learning outcomes.

For international applicants to all programme levels, special regulations are in place which
require additional documentation as well as a mandatory interview with the admission
committee for programmes at all levels. The admission of international students happens
exclusively on a fee-basis.

Students during the on-site discussions testify that they are informed in detail about the
requirements and the necessary steps to apply for admission into the degree programmes

under review.

The experts see evidence that IITU keeps track of its students’ progress and achievements.
In this way, an instrument is in place to monitor the performance records of students with
various enrolment backgrounds. In their assessment, the experts find the admission rules
to be binding, transparent, and based on IITU’s written regulations. They confirm that the
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admission requirements support the students in achieving the intended learning outcomes.
Regarding the credit transfer for students, adequate policies are in place.

Criterion 1.5 Workload and Credits

Evidence:
e Self-Assessment Report
e Programme Passoports of each degree programme
e Study plans of each degree programme
e Module descriptions
e Discussions during the audit

Preliminary assessment and analysis of the experts:

According to the Self-Assessment Report, the lITU relies on the European Standards and
Guidelines for curriculum design, workload calculation, and credit assignment, and there-
fore employs the ECTS credit system.

As outlined in the credit regulation, the designated workload of a full academic year “cor-
responds to not less than 60 academic credits and not less than 1800 academic hours. In
this case, during one semester the student masters at least 30 academic credits.” All un-
dergraduate programmes require a total of 240 ECTS credits (regular duration 8 semesters),
the credit load of the Master’s degree programme is 120 ECTS credits (regular duration 4
semesters), and the allocated credit load of the 3-year doctoral programme is 180 ECTS
credits (regular duration 6 semesters). The experts confirm the correspondence of these
credit loads with the ESG and ASIIN criteria.

Each programme’s credit load reflects the working time and effort required from students,
which includes contact hours as well as self-study time, group work, assignments, and prep-
aration for exams. At lITU, one credit corresponds to 30 hours of total workload, covering
all aspects of the student’s academic engagement, including teacher-student contact, as-
signments, and exams. Each semester consists of 15 teaching weeks and 2 exam weeks.
Standard courses or modules typically award 5 credits, which are achieved by delivering 45
hours of teaching over 15 weeks (3 hours per week). This teaching time constitutes 30% of
the total 150 hours required for earning 5 credits. The remaining 70% consists of self-study
and other academic activities like laboratory work, projects, and internships. All curriculum
components, including mandatory and elective modules, are assigned credits based on
their workload.
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Programmes at IITU have a maximum period of study which is 7 years for undergraduate
degrees, 4 years for Master’s degrees, and 5 years for doctoral degree. Students who do
not complete all required modules and credits within this maximum period are graduated
with a certificate of study at the university which lists all the completed modules, but with-
out awarding an academic title, which the experts deem to be a reasonable policy.

In summary, the experts confirm that a workload-based credit system is implemented,
which considers both contact hours and self-study time. The total credit numbers meet the
ECTS users guide’s minimum requirements for Bachelor’s and Master’s degrees. The
experts can recognise from the workload information in the module descriptions that the
overall workload is appropriate and corresponds to the assigned credits. This is also
confirmed in the surveys conducted by IITU each semester asking the students to evaluate
the amount of time they spend outside the classroom for preparing the classes and
studying for the exams. During the audit, the students emphasise that they consider the
workload manageable and that it is possible to finish the degree programmes within the
expected periods.

Criterion 1.6 Didactic and Teaching Methodology

Evidence:
e Self-Assessment Report
e Study plans of each degree programme
e Module descriptions
e Discussions during the audit

Preliminary assessment and analysis of the experts:

Various teaching and learning methods (including lectures, computer training and class-
room and lab exercises, individual and group assignments, seminars and projects, etc.)
have been implemented. Structured activities include tutorials, homework, assignments
(reading or problem exercises) and practical activities. Group project assignments are given
in some courses to develop students’ skills in teamwork, communication, and leadership.
The assignments and exercises should help students to develop their abilities with respect
to critical thinking, written/oral communication, data acquisition, problem solving, and
presentations.

The most common method of learning is class session. Lecturers generally prepare presen-
tations to aid the teaching process. With individual or group assignments, such as discus-
sions, presentations, case studies or written tasks, students are expected to improve their
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academic as well as their soft skills. In addition, practical activities should enable students
to be acquainted with practical activities for research.

In its Self-Assessment report, [ITU states that “teaching staff applies didactic materials and
teaching methods in line with the objectives and learning outcomes of the courses, ensur-
ing alignment with the DP learning outcomes. According to the professional development
plan, all faculty members undergo training courses, and they also participate in the annual
Winter School, where they gain valuable experience, learn from each other's teaching
methods, and share their own teaching practices. This exchange of expertise has a positive
impact on the overall teaching process, enhancing its effectiveness. Master's and PhD stu-
dents work closely with their supervisors, participate in scientific conferences, and are re-
quired to publish a scientific article before defending their thesis. The curriculum includes
a course on Research Methods or Foundations of Scientific Research.”

In summary, the expert group considers the teaching methods and instruments to be suit-
able to support the students in achieving the intended learning outcomes. In addition, they
confirm that the study concept of all seven programmes under review comprises a variety

of teaching and learning forms as well as practical parts that are adapted to the respective
subject culture and study format. It actively involves students in the design of teaching and
learning processes.

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion 1:

The experts consider criterion 1 to be fulfilled.
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2. Exams: System, Concept and Organisation

Criterion 2 Exams: System, Concept and Organisation

Evidence:
e Self-Assessment Report

e Module handbook for each degree programme
e Programme Passport for each degree programme

e Rules for current control of academic progress, interim and final attestation of stu-
dents

e Regulation on the anti-plagiarism system
e Sample of exams and theses

e Discussions during the audit

Preliminary assessment and analysis of the experts:

In its Self-Assessment report, IITU states that “[the] most suitable forms of examination, as
determined by the teaching staff, include written and oral exams, presentations, and pro-
ject defenses. In addition, there are also combined forms of assessment. These methods
effectively verify the achievement of LO, allowing students to demonstrate theoretical
knowledge, practical skills, and independent work abilities. [...] For some courses, exams
are conducted on an independent platform, Netacad, where students first need to pass
tests and then create and defend virtual networks using Packet Tracer. Additionally, 4-5
courses are conducted on the Coursera platform, where students are required to complete
several courses and earn certificates, which are counted as course credits. Testing is now
conducted on Platonus, also test questions from Coursera are used. Furthermore, in Cyber-
security, foreign professors prefer project-based assessments, where students must submit
research and implementations in their respective fields.”

During the on-site visit, the experts discuss the examination forms in multiple discussion
rounds and are satisfied with the variety of exams applied across the considerable number
of assessments for each module. They acknowledge that small group exams are conducted
for teamwork activities and positively highlight the students” explanation that many assess-
ments include in-class presentations which trains their public speaking skills. Internships
are always assessed by two supervisors, one from the university and one from the partner
company, and the assessment is based on the student’s internship diary and final report
which the experts consider to be reasonable. During the on-site visit, the experts also ex-
amine exemplary tests and examinations and confirm their adequacy for the checking the
attainment of the learning outcomes of the respective modules.
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The corresponding grading scheme is displayed in the following table which is included in
the academic policy:

Letter  (Numerical s Traditional system
Points (%) -

. General description of grading criteria
Grade |equivalent assessment = =

The student has knowledge of the
subject in the full scope of the
curriculum, understands the discipline
A 4.0 95-100 deeply enough: shows a high level of
knowledge that exceeds the volume
provided by the syllabus, gives an

Excellent exhaustive answer

The student has knowledge of the
subject in the full scope of the
A- 3.67 90-94 curriculum, understands the diseipline
deeply enough: gives an exhaustive
answer

B+ 3.33 85-89 ' The student shows a complete. well-

3.0 20-84 founded knowledge of the subject, but
B- > 67 25.79 the answers did not always lﬁglﬂightﬂ
' Good the main idea. rational methods of
calculation were not always used; the
C+ 233 70-74 answers were mostly brief and
sometimes unclear.

'S 2.0 65-69 The student demonstrates sufficient
knowledge of the subject. but without
C- 1.67 60-64 Satisfactory proper depth and justification. the
answers are unclear and without
proper logical sequence.

D+ 1.33 55-59
D 1.0 50-54

The student demonstrates insufficient
knowledge of the subject. positive
answers were not given to individual
questions.

FX 0.5 25-49
Unsatisfactory

The student demonstrates a very low

24
F 0 0-24 level of knowledge of the subject.

In this grade distribution, “D” is the lowest possible passing grade; lower grades constitute
a failure of the exam. In addition, there are some elective modules which are assessed only
with pass or fail. These modules which can be chosen in an extent of up to 10 ECTS credits
are not accounted for in the overall grade (GPA) of the students.

The university regulations allow students who missed exams for valid reasons (e.g. illness
or family circumstances) to retake them. Moreover, students who get an “FX” grade need
are obliged to retake the exam and have two chances to pass the exam, while students who
get an “F” grade even have to re-take the entire module. In case of obtaining an unsatis-
factory grade for the third time, the student is expelled from the university and loses the
opportunity to enrol in this discipline again. Students who fail to meet the attendance pre-
requisite have to retake the entire modules at a later point in time. Moreover, students
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have the opportunity to improve their exam grades on a voluntary basis by taken an addi-
tional “summer semester” at an extra fee which is organized in the break between the two
regular semesters. Students have the chance to appeal against their examination results
within one day from the announcement of the results in the university’s “Platonus” infor-
mation system. In this case, an appeal committee is formed by lecturers of the respective
subjects who are responsible for processing and reviewing the appeal. All processes regard-
ing the examinations are also briefly and informatively outlined in the students guidebook.

The final component of all programmes at all levels are written final research projects re-
spectively theses as outlined by the examination regulations. Students are assigned at least
one supervisor according to their chosen topic. For the undergraduate programmes, this
component is called final attestation, which can be done in the form of a diploma thesis or
diploma project. During the on-site visits, the experts inquire about the difference between
both examination forms and learn that a diploma thesis is considered to be a more theo-
retical research work while the diploma project consists in a practically oriented project
and a respective report. In the eyes of the experts, both forms fulfil the requirement of a
Bachelor’s thesis. In the Master’s degree programme, students have to end their studies
with a Master’s Thesis. In the PhD programme, students finally have to hand in their dis-
sertation. As described above, the examples of final theses presented are generally at the
desired level. Nevertheless, the experts note that the academic level of the theses should
be raised further (see chapter 1.3).

Formal requirements as well as the procedure for checking and ensuring the integrity of
the submitted work are outlined in the anti-plagiarism system regulations. As final part, the
theses need to be defended after the initial assessment of the supervisor. Detailed regula-
tions on the procedures for thesis assessment and defence are contained in the examina-
tion regulations.

As measures of inclusivity, students with disabilities may be given extended time during
exams or other accommodations, such as specialized equipment and tools for assignments,
which the experts positively acknowledge.

In summary, the experts confirm that there are module-specific exams which assess the
extent to which the defined learning objectives have been achieved. The types of exams
are specified for each module and students are informed about the conditions for complet-
ing the individual modules. Students have sufficient time for their preparation and struc-
tural overloads are avoided. The exams are graded transparently and fairly, and students
have the opportunity to review their examinations respectively consult lecturers in regard-
ing the results. The experts acknowledge the detailed examination regulations. However,
the experts point out that the level of the final theses could be increase in all programmes.
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The experts further confirm that it is regularly reviewed whether the exams can adequately
determine the achievement of the learning objectives and whether the requirements are
appropriate to the levels of the degree programmes.

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion 2:

The experts consider criterion 2 to be fulfilled.

3. Resources

Criterion 3.1 Staff and Development

Evidence:

e Self-Assessment Report

e Staff handbook

e Internal Labor Rules and Regulations.
e University website

e Discussions during the audit

Preliminary assessment and analysis of the experts:

According to the Self-Assessment Report, “academic staff of the DP Departments is cate-
gorized into 6 levels as follows (from highest to lowest): 1. Full professor, 2. Research pro-
fessor, 3. Associate professor, 4. Assistant professor, 5. Senior-lecturer, 6. Assistant.” Their
teaching load as well as administrative and research duties depend on the academic rank,
as described in the different job descriptions for the academic ranks. During the on-site
visit, the programme coordinators explain that the main workload share is designated for
teaching: For junior lecturers about 80% of the workload are reserved for teaching, for full
professors the share is only 50%. Research professors have an independent workload dis-
tribution as their main task is research and the supervision of students in their research
projects. The exact distribution of workload hours is determined newly every semester in
an individual workload plan for each academic staff member which is the basis for the mon-
itoring the staff performance and achievements. The teaching activities of the programmes
under review involve teaching staff from the two different departments: “the Department
of Mathematical and Computer Modeling (MCM) and the Department of Cybersecurity. For
clarity of presentation, the information from the Department of MCM is designated as pro-
grams of Cluster A.1, and the information from Cybersecurity department - Cluster A.2.” In
its Self-Assessment report, [ITU provides the following tables regarding the student-teacher
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ratio and the involved teachers assigned to their academic position in the two Clusters A.1

and A.2.

Cluster A.1 - Student-teachers ratio

DP Number of students Number of Student-teacher ratio
teachers
DS (bachelor’s degree) 332 23 14.43
DS (master’s degree) 30 7 4.28
DS (Doctoral degree) 11 2.75
CS (bachelor’s 244 15 16.26
degree)

Cluster A.1 - Specialty teachers’ breakdown by positions in the academic year

2024-2025
DP | DS (bachelor’s DS (master’s DS (Doctoral degree)| CS (bachelor’s
Position type degree) degree) degree)
Invited foreign professor 1
Professor 1 2
Associate Professor 4 4 4
Assistant Professor 4 1 5
Senior Lecturer 10 4
Assistant G1 2
Assistant G2
Total 23 7 15
Cluster A.2 - Student-teachers ratio
DP Number of students Number of Student-teacher ratio
teachers
Computer security (ba- 838 80 10.48
chelor’s degree)
Hardware security (ba- 75 80 0.94
chelor’s degree)
Network security (ba- 1490 80 18.63

chelor’s degree)
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Cluster A.2 - Specialty teachers’ breakdown by positions in the academic year 2024-2025

DP Computer security (bachelor’s degree) Hard-
ware security (bachelor’s degree) Network se-
Position type curity (bachelor’s degree)

Invited foreign professor

Professor 4
Associate Professor 15
Assistant Professor 10
Senior Lecturer 20
Assistant G1 13
Assistant G2 18
Total 80

First and foremost, the experts note that there are sufficient and appropriately qualified
staff available to carry out the programmes. During the audit discussions, the experts want
to know to what extent teachers are supported in conducting their teaching in English and
improving their language skills in general. The teaching staff state that they feel capable of
teaching in English and that the university also offers numerous opportunities to improve
their skills. These include not only seminars, workshops, etc. on didactic or subject-specific
topics, but also English language training courses. The experts note this positively. How-
ever, during on-site discussions, they note that there is a very mixed level of proficiency
among teaching staff and other personnel, which further strengthens the experts' opinion
that the lITU should continue to support its staff — both academic and non-academic - and
students in improving their English skills (see also 1.3).

They also note that hardly any international guest lecturers are involved (see tables above).
In the experts' opinion, as an explicitly ‘international university’, the university should invite
more international lecturers in order to further develop and underline its international pro-
file. Since teaching is already conducted entirely in English and the university has a corre-
spondingly international structure — including in terms of administration — the experts be-
lieve that the basis for involving more international lecturers is already in place. Therefore,
the experts recommend to increase the number of (international) guest lecturers. This is
also supported by the students who also mention that they would like to have more contact
with lecturers from abroad.
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Staff development

According to the job descriptions, continuous education is one of the tasks of academic
staff members at IITU. Therefore, the university offers various staff development options

on a regular basis:

- Short-term training (less than 72 hours) — offsite and online trainings, seminars with
invitation of foreign professors and experienced professionals.

- Medium-term training (from 72 to 100 hours) — courses and training seminars also
held annually at the University, on the basis of other national and international uni-
versities and training centres.

- Long-term training (more than 100 hours) - local and international internships (mas-

ter's, doctoral sabbaticals, etc.).

During the on-site visit, representatives of the teaching staff confirm that continuous edu-
cation is part of their contracts and respective courses are taken on a regular basis as thus
is checked as part of the key performance indicators of the staff. The main part of the man-
datory staff development courses is organised digitally via Coursera, but there are also face-
to-face master classes and summer schools like, e.g., an Al summer school and a project
management seminar. Furthermore, the staff is supported to take part in international pro-
jects and academic staff mobility by visiting partner universities.

Moreover, active research is a core part of the academic staffs” work. The research projects
also involve students and results and materials incorporated into the educational process
in the form of coursework and theses, dissertations, projects, seminars, and conferences.
The quantitative research output of the past 5 years is documented in the following table
taken from the Self-Assessment Report:
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Cluster A.1 - Department teachers’ publication activity over the past 5 years

MCM dept 2020 2021 2022 2023 2024

Articles in
journals with impact 14 17 15 21 7
factor

Articles in journals
recommended by
CCSON

Other publica-
tions (con-
ferences)

20 21 34 27 1

Monograph, text-
book, study guide

Patent, copyright
certificate

Cluster A.2 - Department teachers’ publication activity over the past 5 years

Cybersecurity dept 2020 2021 2022 2023 2024
Articles in

journals with impact > 3 23 20 12
factor

Articles in journals
recommended by 3 1 2 10 3
CCSON

Other publica-

tions (con- 19 3 9 24 1
ferences)

Monograph, text-

book, study guide 2 1 1

Patent, copyright cer-
tificate

The teaching staff is evaluated on a regular basis through the student course surveys con-
ducted at the end of each semester, as well as through mutual peer assessments by other
faculty members, as evidenced by assessment sheets and documented results.
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Furthermore, all faculty members have to draw an individual teacher plan outlining their
performance goals in terms of teaching and research in the beginning of each academic
year. In the end of each academic year, the staff members then compile a self-evaluation
which counts into the staff performance reviews. In case of low performances or problems,
corrective actions are recommended by the respective university bodies such as the Scien-
tific and Methodological Council. As described previously, additionally there are also peer
assessments among the lecturers themselves.

In summary, the experts emphasise the highly committed and motivated staff and the sat-
isfaction of the students. They conclude that IITU has defined adequate measures for staff
selection and that all programmes under review can be carried out effectively with the ex-
isting staff. In the opinion of the experts, [ITU offers sufficient support mechanisms and
opportunities for teaching staff members who wish to strengthen their professional and
teaching skills. However, they recommend to continuously develop the English language
level of the academic and non-academic staff members.

Criterion 3.2 Student Support and Student Services

Evidence:
e Self-Assessment Report

e Student handbook

e Discussions during the audit

Preliminary assessment and analysis of the experts:

During the on-site discussions with programme coordinators, lecturers, and particularly the
students, the experts gain a thorough understanding of the available support services for
students. IITU provides both subject-specific academic counselling and general non-aca-

demic guidance.

According to the Self-Assessment Report, IITU’s student support system is clustered into
three stages: support upon admission, support while studying, and support before and
shortly after graduation.

The assistance upon admission includes the following:

- Development and provision of a student guidebook, which contains basic infor-
mation about the structure and the internal regulations of the university, an expla-
nation of basic processes like the examination regulations, and information on stu-
dent services
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- Conduct of an orientation week for the freshman students to get acquainted with
the faculty, department, degree programmes, as well as student organizations and
advisors.

- Guided compilation of the individual education plan for students to learn how to
chose and register for modules.

- Video tutorial session of the university facilities

During the study period, the student support encompasses the following services:

- The mentoring programme of senior students for junior students providing both
academic and non-academic tutoring and guidance. This is mainly organized by the
department’s student association “Organization of Students of Information Tech-
nology”.

- The faculty advisor programme of staff members to support students with academic
and administrative issues.

- The Health and Wellness Center as well as the Center for Psychological Assistance,
which provide information on healthy living, nutrition, counselling and resources to
support students' physical and mental well-being. Psychological support for stu-
dents is provided by the opportunity to contact hotlines, psychological assistance
and support centres, and a confidential e-mail address.

- The financial support programme which provides information on scholarships,
grants, and financial opportunities for students, including advice on financial plan-
ning. The main recipients of financial support are students from low-income and
large families, students with disabilities, invalids, and orphans.

- The academic support programme which helps students to improve their academic
performance and study skills, through additional research training and business
projects, theses, master's and doctoral dissertations, and the help to find and access
to library resources.

- The extracurricular activities programme, aimed to organize student events, work-
shops and meetings that promote students’ communication, socialization, and lead-
ership development. This includes, among others, seminars, debates, discussions,
round tables, alumni meetings and competitions.

The main service institution for graduates is the Career Center, which offers information
about possible career paths, job preparation workshops, and receive advice on internship
and employment. The Career Center also organizes job fairs, application trainings and in-
dustry visits.

During the on-site visit, the experts discuss the matter of student services with the students
and are happy to hear that the students are overall satisfied with both academic and non-
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academic student support offers as described above. Especially highlighted services are
psychological advice, academic counselling, and the career day which helps to connect stu-
dents and potential employers. The experts visit a start-up centre of the university which
supports students in turning their ideas and research results into marketable business pro-
jects. Moreover, they also gain the impression of a well-organised campus life with multiple
active student associations, among others, in the fields of sports, music, dance, and media
(e.g., campus TV, student newspaper), which the experts got to know as part of the festiv-
ities for the Navruz festivities that took place during the days of the audit.

In summary, the experts confirm that lITU provides sufficient human resources and organ-
isational structures for individual supervision and support of students, as well as adminis-
trative and technical tasks. The allocated advice and guidance on offer assist the students
in achieving the learning outcomes and in completing the course within the designated
time frame.

In summary, the experts positively note the good and trustful relationship between the
students and the teaching staff. Enough resources are available to provide individual assis-
tance, advice and support for all students. The support system helps the students achieve
the intended learning outcomes and complete their studies successfully. The students, in
general, have access to sufficient information about the programmes and are well-in-
formed about the services available. The comprehensive support and advisory system is
one of the strengths of IITU.

Criterion 3.3 Funds and equipment

Evidence:
e Self-Assessment Report

e List of classroom equipment

¢ Information security regulation

e [ITU website

e On-site visit of participating institutes and laboratories

e Discussions during the audit
Preliminary assessment and analysis of the experts:
As a public university, IITU mainly relies on state funding as well as the income from tuition
fees. Minor income sources are research grants or contracted research for companies. Ex-

tensive financial reports checked by the respective ministry are published on the univer-
sity’s website.
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In its Self-Assessment report, IITU presents the available resources regarding buildings and
lecture rooms as follows: “In September 2024, JSC IITU acquired the building of the Baizak
Business Center located [...] with a total area of 25,068.3 sq.m. Now the area of lITU is
34,897.65 sq.m. of which 33,866.15 are owned, 939.5 sqg.m. are leased. The area of the two
conference-halls is 868.9 sg.m., with a total of 206 seats in one and 250 in the other. The
area of the sports hall is 736.6 sq.m. In Baizak building, an additional room equipped for a
sports hall, with changing rooms and showers is being considered. The total area of educa-
tional premises is 4,959.02 sq.m. devoted to 24 lecture halls, 46 computer classes, 65 prac-
tical classrooms. Currently, 24 additional rooms for classes, a medical center and rooms for
extra-curriculum activities in the Baizak Business Center are being prepared. To ensure the
safety of students and all university staff, as well as to improve the access control system
to the buildings, 58 new IP cameras were installed in the corridors, 7 turnstiles and 26 ter-
minals with Fase ID based on Perco and zkteco SpeedFace equipment in the entrance area
of the University. Since January 2024, 348 413 353 tenge has been spent on repair work,
modernization.”

“The specific premises for Cluster A programs are 7 lecture halls in main campus and
Bayzak, 14 computer classes, 6 training laboratories and common areas like a library, a
canteen, the medical service office, cloakrooms which are properly furnished and equipped
The classrooms and laboratories have technical passports, instructions, and safety protec-
tion journals for conducting initial instructions, and also information about the fixed assets
and equipment compliant with the quality assurance certification requirements, certificate
of compliance [...] The courses are studied in computer classes equipped with modern soft-
ware for performing tasks related to the creation of information systems, Web applica-
tions, Web services, mobile applications, data analysis, etc. The University always ensures
and monitors the timely updating of modern and necessary software such as, Kaspersky,
MS Office, Visual Studio and etc. In recent years, the University's material and technical
base has been significantly modernized by upgrading computer classes, laboratory equip-
ment, educational and office furniture, the multimedia and printing equipment. Depart-
ment of IT Support maintains and supports 47 computer classes and laboratories (in total
927 PCs) at the University, equipped printers, projectors, etc. The server and network in-
frastructure at the University consists of 20 physical servers, 5 data storage systems, 39
managed L2 and L3 switches, 62 WiFi access points. The servers have hypervisors installed
to work with the virtual environment — Citrix XenServer and Vmware. IP telephony service
FreePBX covers 40 external lines and 120 internal numbers. The network infrastructure is
updated annually, switches and access points are replaced to comply with the security sys-
tem and due to the planned replacement of old equipment. Internet capacity is 1 Gbps. In
2024, additional equipment was purchased to upgrade the network infrastructure: 30
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access points (UniFi U6-RL WiFi6 Enterprise), 6 switches (HPE FlexNetwork 5140 24-48G El
Switch). The server fleet was replenished with 4 new servers.”

During the on-site visit the experts visit multiple labs in the building and acknowledge that
the multiple partnerships of IITU with well-known tech companies have helped the univer-
sity to set up well-equipped computer laboratories which are also regularly used by the
students. The experts are also of the opinion that the new building described, which they
also visited during the audit, will ensure that lIT is in a good position in terms of available
resources and premises in the future.

The library provides study spaces and access to both physical and digital learning and re-
search resources. There are subscriptions to the following databases, which is confirmed
by the students during the on-site interview: WebOfScience, Scopus, ScienceDirect, Wiley,
and Nauka.kz. Furthermore, the library aims at broadening its access for students and staff
through membership in various library associations that provide the opportunity to use a
common base of resources, such as the Association of Libraries of RK HE Institutions, IFLA
(International Federation of Library Associations and Institutions), and the KABIS Electronic
Catalogue. The budget for the library’s print literature purchases is T 25 million (approxi-
mately EUR 45,000). During the audit, the experts visit the library and get a positive im-
pression of the physical resources of the library.

In summary, the expert group assesses that the available funds, the technical equipment,
and the infrastructure (laboratories, library, seminar rooms, etc.) are well suited to the re-
guirements for providing the seven study programmes under review, especially after pur-

chasing the new building.
Final assessment of the experts after the comment of the Higher Education Institution

regarding criterion 3:

The experts consider criterion 3 to be fulfilled.

4. Transparency and Documentation

Criterion 4.1 Module Descriptions

Evidence:

e Modul Handbooks for each degree programme under review

Preliminary assessment and analysis of the experts:
During the on-site visit, the experts learn that the documentation used for the outline of
the modules and its contents are the module syllabi while the module descriptions, which
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were initially delivered to the experts, were specifically created for the accreditation pro-
cedure but are not used in practice. Therefore, it is not surprising that the experts find
multiple deficiencies and content-wise inconsistencies in the module descriptions, and the
experts base their assessment therefore on the module syllabi. As the experts note, these
syllabi are extensive documents which, besides all the relevant organisational and content-
related information required for the module descriptions, contain also further comprehen-
sive information, among others about the schedule, the learning activities and assignment
of each class, as well as the independent study tasks. Despite the flood of information, the
experts find that the syllabi fulfil the purpose of the module descriptions and confirm that
in principle, they contain all the relevant information including module name, code, the
students’ total workload, awarded credit points, grading scale, intended learning out-
comes, content, recommended literature, possible prerequisites, name of teacher/teach-
ers in charge, exam methods and assessment criteria. However, they also note that the
syllabi submitted later is a very large and confusing document that covers the courses for
all programmes to be accredited here, which are listed in no comprehensible order and
also contain individual scanned documents, making it almost impossible to work effectively
with this document. They therefore believe that the university should submit separate,
structured and complete syllabi for each programme. In addition, the experts also note that
there are no syllabi for the thesis projects for all programmes at all levels, as well as for the
internships. In addition, the experts discuss the title of the module “Educational practice”,
which is part of the security-related Bachelor’s degree programmes as well as of the Bach-

elor’s degree programme Computer Science. They do not understand the need for an edu-

cational course in these programmes. The programme coordinators then explain that this
course is more about an introduction to academic practice, where students getting to know
specifics about their specialty. The experts acknowledge that this content does indeed fit
into the programmes, but that this should also be clearly stated in the accompanying de-
scription. At present, it is not possible to conclude from the accompanying description what
the module is about. As the completeness and correctness is crucial for the documentation
of the programmes, these shortcomings are required to be addressed, and syllabi need to
be issued for all modules respectively parts of the curricula and also be published in English
on the university’s website.

As the students and lecturers confirm, the module syllabi are available in the Platonus sys-
tem for each programme. In terms of further transparency to external stakeholders and
interested third parties, the experts positively acknowledge that the programme passports,
which are published for all programmes on their respective websites, contain basic infor-
mation about all modules of the programmes which they deem sufficient.
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Criterion 4.2 Diploma and Diploma Supplement

Evidence:
e Exemplary Diploma Supplements

e Exemplary Transcripts of Records

Preliminary assessment and analysis of the experts:

The experts confirm that the students of the seven study programmes are awarded a Di-
ploma/Certificate and a Diploma Supplement upon completion of their studies. As ex-
plained in the Self-Assessment Report, students can choose English, Kazakh or Russian as
their preferred language for their documents. The Diploma Supplement is designed accord-
ing to the template of “Europass” and contains all the relevant information categories. In-
stead of a separate Transcript of Records, the Diploma Supplement contains a list of all
modules, credits achieved and grades of the student. While the experts are satisfied with
the structure and overall information content of the documents, they notice that infor-
mation on the grading scheme regarding point 4.5 (“Grading scheme and grade distribution
guidance”), and the GPA is missing. These shortcomings are required to be addressed.

Criterion 4.3 Relevant Rules

Evidence:
e Self-Assessment report

e All relevant regulations as submitted and published on the university’s websites

Preliminary assessment and analysis of the experts:

According to the Self-Assessment Report, the foundation of all regulations at IITU is the
academic policy. The experts confirm that the rights and duties of both IITU and the stu-
dents are clearly defined and binding. All rules and regulations are published on the uni-
versity’s website and hence available to all stakeholders. In addition, the students receive
all relevant course material at the beginning of each semester, which is confirmed by the
involved parties.

As already described in chapter 1.2, the experts note that the same title is not always used
for the Bachelor Hardware Security. For example, it is referred to as “Hardware means of

data protection” on the website, while a different name is used in slides from a presenta-
tion given during the audit. When asked, those responsible confirm that “Hardware Secu-
rity” is the correct name. The experts note that consistency must be established between
the official and published names. Following the audit, the IITU updates its website, which
now also uses Hardware Security as the designation. In the experts' opinion, this now en-
sures consistency.
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In addition, the experts have a difficulty with the documentation regarding the bachelor's
degree programmes under review in that some of the public documents provided are con-

tradictory or unclear, especially regarding the information if a course is mandatory or an
elective. This issue stands even after the additional document submitted after the audit.
Therefore, the experts state that IITU must ensure consistency regarding the documenta-
tion specifying which courses are compulsory and which are electives (see chapter 1.3).

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion 4:

The experts consider criterion 4 not to be fulfilled.

5. Quality management: quality assessment and develop-
ment

Criterion 5 Quality management: quality assessment and development

Evidence:
e Self-Assessment report
e Student handbooks
e Quality Manual
e Surveys’ reports

e Audit-discussions

Preliminary assessment and analysis of the experts:

According to the Self-Assessment Report, IITU’s quality management procedures aligned
with ESG and ISO 9001-2015 standards to ensure continuous improvement of the study
programmes. The quality assurance system operates on principles of professionalism, ob-
jectivity, transparency, accountability, and alignment with both national and international
benchmarks. Furthermore, the focus is on the adherence to ethical standards. The quality
assurance system operates on all levels of the university, including the aggregate university
level, the faculty level and the department level. It includes both internal as well as external
instruments of quality assurance. Various elements and examples of quality assurance
measures have already been mentioned in previous parts of this report.
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The Self-Assessment Report outlines the following instruments of internal quality assur-
ance:

- Module evaluation by students: regular evaluation of the modules and learning ex-
perience at the end of each semester based on quantitative and qualitative indict-
ors

- Programme evaluation by academic staff, students, alumni, and employers: assess-
ment of the adequacy of learning objectives and whether the pedagogical system
and the available resources of the program enable students to reach the objectives

- Program monitoring based on statistical indicators like student success rates,
staff/student ratios

- Students’ workload assessment: survey to ensure that the designated number of
credits of each module corresponds to the respective pre-assessed workload

- Student satisfaction survey: assessment of the broader student experience at IITU,
including the satisfaction with support services and extracurricular activities

- Evaluation of student support structures, including the academic advice or career
advice, counselling on admission and registration, information and communication
technology facilities, library and documentary resources, and teaching laboratories

The stylized results of the satisfaction surveys show the overall satisfaction with the pro-
grammes, although there is room for improvement in certain areas as described in various
sections of this report. The experts positively notice that the students confirm that the re-
sults of the evaluation surveys are presented to them via the Platonus system, and that
they can also get in direct contact with the relevant quality assurance office.

However, in terms of the involvement of the industrial stakeholders and potential employ-
ers of the programmes’ graduates, the experts get a mixed picture of the situation. While
the representatives of the Rector’s office explain that an industry council was recently es-
tablished to support the development of the programmes and ensure the alignment of the
contents with industry needs, the industry representatives present during the audit appear
to be neither involved nor informed about this council and wish for more, systematic co-
operation. Nevertheless, the industrial representatives confirm to be involved in the pro-
gramme development, but, as noted in previous, this process is not systematically binding
and relies mostly on informal channels (see chapters 1.1 & 1.3).

Besides these internal quality assurance procedures, external quality assurance is con-
ducted by means of different rating agencies externally assessing the university’s quality in
relation to other higher education institutions. The most important rankings are the rating
of the National Chamber of Entrepreneurs of the Republic of Kazakhstan "Atameken", the
Independent Accreditation Agency (IAAR) and the Independent Accreditation Agencies
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IAAR and IKAQAE. The results of the ratings for the programmes under review are displayed
in the following table taken from the Self-Assessment Report:

No Program Atameken IKQAAE IAAR
1. Data Science 4
1 1
2. Computer Science 2
3. Computer Security 6
1 2
4. Hardware Security 7
Network Security 9

In addition, IITU is increasingly pursuing the accreditation of its study programmes by in-
ternational accreditation agencies for the purpose of international recognition, enhance-
ment of quality standards, and increase of reputation. The programmes under review are
subject to international programme accreditation by ASIIN for the second time in form of
a re-accreditation, except for the PhD-programme.

In summary, the experts confirm that the study programmes are subject to periodical in-
ternal as well as external quality assurance in a process that includes all relevant stakehold-
ers. Students are involved in the system and the feedback loop is closed. The experts en-
courage IITU to continue its path of international benchmarking for enhancing the pro-

grammes’ quality.

In summary, the experts are of the opinion that IITU’s quality management system, guided
by internal and external feedback loops, involves students, alumni and other stakeholders
and ensures a comprehensive and continuous approach to programme improvement.
However, they recommend to further strengthen the cooperation with industry, especially
regarding the establishment of a systematic and regular exchange.

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion 5:

The experts consider criterion 5 to be fulfilled.
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D Additional Criteria for Structured Doctoral Pro-
grammes

Criterion D 1 Research

Evidence:

e Self-Assessment Report

e Documented procedure for the training of Doctors of Philosophy (PhD)
e Regulations on PhD doctoral students research scientific training

e Passport of the study programme

e Module syllabi of the programme

e Discussions during the audit

Preliminary assessment and analysis of the experts:

The main component of the doctoral programme (150 out of 180 ECTS credits) encom-
passes the independent research work of the doctoral students, as the corresponding reg-
ulation specifies the following structure:

e “Completion of Core and Elective Courses: PhD students must complete core
courses in research methods, academic writing, and various advanced topics in data
science (30 ECTS).

e Research Work and Practices: Students are required to conduct independent re-
search, culminating in a doctoral thesis that must be defended publicly (138 ECTS).

e Thesis Defense: The final assessment involves the public defense of the doctoral
dissertation, which must demonstrate original research and a significant contribu-
tion to the field (12 ECTS).”

Furthermore, IITU outlines in its Self-Assessment report, that “Doctoral candidates are en-
couraged and often required to participate actively in academic conferences, seminars, and
research colloquiums. These activities are integral to the program and help students.” The
research needs to be published as a dissertation and defended publicly to demonstrate the
originality of the research and its significant contribution to the academic field. The objec-
tives of the research work are transparently anchored in the regulations on PhD doctoral

students scientific training.

The experts are satisfied with the structure of the PhD programme, and the presented ex-
amples of doctoral theses show that graduates acquire advanced, cutting-edge knowledge
and can demonstrate a deep and comprehensive understanding of their research field.

58




D Additional Criteria for Structured Doctoral Programmes

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion D 1

The experts consider Criterion D 1 to be fulfilled.

Criterion D 2 Duration and Credits

Evidence:
e Self-Assessment Report

e Passport of the study programmes
e Module descriptions

e Discussions during the audit

Preliminary assessment and analysis of the experts:

The doctoral programme is designed for a regular duration of 3 years (6 semesters). As
described in section 1.5, the regulations allow a maximum of 5 years for the completion of
the programme, which the experts deem to be appropriate. As also course work is part of
the curriculum, the programme follows a structured approach for which the regular credit
point system of the university is used. The required number of credit points for the gradu-
ation is 180 ECTS (see also section 1.5)

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion D 2:

The experts consider Criterion D 2 to be fulfilled.

Criterion D 3 Soft Skills and Mobility

Evidence:
e Self-Assessment Report

e Discussions during the audit

Preliminary assessment and analysis of the experts:
The PhD programme Data Science provides the students with different offers for their per-

sonal and professional development. This includes training for professional occupation in
academia like research methodology seminars, academic writing courses, as well as own
teaching experience. Besides that, the research practice and various internships also pro-
vide opportunities to get insights and experience in industrial settings. Both formal and
informal courses and seminars additionally address the development of the candidates’
soft skills. The students receive structured mentorship for career development, research,
and professional growth.
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Besides these services, the doctoral students can rely on the extensive student support
system of IITU as addressed in section 3.2. This includes also the opportunity to take part
in international mobility activities, including student exchanges and support for the partic-
ipation in international conferences.

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion D 3:

The experts consider Criterion D 3 to be fulfilled.

Criterion D 4 Supervision and Assessment

Evidence:
e Self-Assessment Report

e Regulations on PhD doctoral students research scientific training
e Regulation on scientific consultants of PhD doctoral students
e Documented procedure for the training of Doctors of Philosophy (PhD)

e Dissertation council regulations

Preliminary assessment and analysis of the experts:

The experts confirm that the referenced regulations form a transparent framework for the
training of PhD students, including their rights and responsibilities in relation with [ITU. This
includes the assignment of a “scientific consultant” as the main supervisor of the doctoral
student for their dissertation. Besides the general provisions for the assessment of modules
as outlined in section 1.5, the dissertation council regulations contain the provisions for the
assessment of the dissertation which is concluded with a public oral thesis defence. The
dissertation council consists of at least six members, at least 50% of which must be repre-
sentatives from other universities or institutions than IITU. The experts confirm that the
assessment rules are reasonable, clearly defined, and binding.

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion D 4:

The experts consider Criterion D 4 to be fulfilled.
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Criterion D 5 Infrastructure

Evidence:
e Self-Assessment Report

e Discussions during the audit

Preliminary assessment and analysis of the experts:

[ITU’s doctoral candidates operate with the infrastructure that is used for the delivery of
all programmes at the university, as described in section 3.3. The experts confirm that the
available infrastructure and resources provide an adequate environment for the PhD re-
search work.

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion D 5:

The experts consider Criterion D 5 to be fulfilled.

Criterion D 6 Funding

Evidence:

e Self-Assessment Report
e Discussions during the audit
Preliminary assessment and analysis of the experts:
Based on the Self-Assessment Report and the explanations of the representatives of the

Rector’s office, the experts confirm that [ITU as a reliable financial basis for the delivery of
the programmes.

Final assessment of the experts after the comment of the Higher Education Institution

regarding criterion D 6:

The experts consider Criterion D 6 to be fulfilled.
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Criterion D 7 Quality Assurance

Evidence:

e Self-Assessment Report
e Websites of the study programme
e Dissertation council regulations
e Stylized results of the programme satisfaction survey
e Discussions during the audit
Preliminary assessment and analysis of the experts:

The university provides and extensive regulatory framework for the structured Doctoral
degree programmes Data Science under review (compare section D 4). This ensures that

good scientific practice is followed, which the experts confirm based on the dissertation
council regulations and the presented examples of PhD theses. The programme is inte-
grated into the regular monitoring and quality assurance mechanisms of the university as
described in section 5, and are accordingly evaluated and developed.

Final assessment of the experts after the comment of the Higher Education Institution
regarding criterion D 7:

The experts consider Criterion D 7 to be fulfilled.
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E Additional Documents

After the on-site visit, IITU hands in the following updated/additional documents:

e Syllabi for all programmes,

e Curricula overviews regarding the three security-related Bachelor’s degree pro-
grammes

e Catalog of minors for students admitted in 2023 for the three security-related Bach-
elor’'s degree programmes

e Updated enrolment statistics
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F Summary: Expert recommendations

Taking into account the additional information given by IITU, the experts summarize their

analysis and final assessment for the award of the seals as follows:

Degree Programme |ASIIN Seal Maximum du- |Subject-spe- |Maximum dura-
ration of ac- cific label tion of accredi-
creditation tation

Ba Computer Science |With require- |30.09.2031 Euro-Inf 30.09.2031

ments

Ba Computer Security | With require- |30.09.2031 Euro-Inf 30.09.2031

ments

Ba Hardware Security | With require- |30.09.2031 Euro-Inf 30.09.2031

ments

Ba Network Security |With require- |30.09.2031 Euro-Inf 30.09.2031

ments

Ba Data Science With require- [30.09.2031 Euro-Inf 30.09.2031

ments

Ma Data Science With require- [30.09.2031 Euro-Inf 30.09.2031

ments

PhD Data Science With require- |30.09.2031 -/- -/-

ments

Requirements
For all Programmes

Al

A2

(ASIIN 4.1) Provide complete and reviewed module descriptions / syllabi.

(ASIIN 4.2) Review the Diploma Supplement and provide information on the grading

scheme regarding point 4.5, the GPA, and statistical data that allow for an assessment

of the relative student performance.

For all Bachelor’s Degree Programmes

A3.

are compulsory and which are electives.

Recommendations
E1.

level of students and staff members.

(ASIIN 4.3) Ensure consistency regarding the documentation specifying which courses

(ASIIN 1.3 & 3.1) It is recommended to continuously develop the English language
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E 2.

E 3.

E4.

ES.

E6.

E7.

(ASIIN 1.1 & 1.3 & 5) It is recommended to strengthen the cooperation with industry,
especially regarding the establishment of a systematic and regular exchange.

(1.3) It is recommended to further raise the scientific level of the programmes, and
especially to ensure a higher scientific level of the final theses.

(ASIIN 1.3) It is recommended to fasten the process of updating the curriculum.
(ASIIN 1.3) It is recommended to update the content of the curricula.

(ASIIN 1.3) It is recommended to further increase the opportunities regarding inter-
national mobility.

(ASIIN 3.1) It is recommended to increase the number of (international) guest lectur-
ers.

For all three Ba “Security Programmes”

E 8.

EO.

(ASIIN 1.3) It is recommended to reflect and consolidate the number of Bachelor pro-
grammes in the field of security.

(ASIIN 1.3) It is recommended to introduce a consecutive Master’s degree pro-
gramme in the field of security.

65



G Comment of the Technical Committee 04- Infor-

matics/Computer Science (11.09.2025)

Assessment and analysis for the award of the ASIIN seal:

The Technical Committee discusses the procedure and follows the experts’ assessment

without any changes.

Assessment and analysis for the award of the Euro-Inf® Label:

The Technical Committee deems that the intended learning outcomes of the degree pro-

grammes do comply with the Subject-Specific Criteria of the Technical Committee 04 — In-

formatics/Computer Science.

The Technical Committee 04 — Informatics/Computer Science recommends the award of

the seals as follows:

Degree Programme |ASIIN Seal Maximum du- |Subject-spe- |Maximum dura-
ration of ac- cific label tion of accredi-
creditation tation

Ba Computer Science |With require- [30.09.2031 Euro-Inf 30.09.2031

ments

Ba Computer Security | With require- [30.09.2031 Euro-Inf 30.09.2031

ments

Ba Hardware Security | With require- [30.09.2031 Euro-Inf 30.09.2031

ments

Ba Network Security |With require- [30.09.2031 Euro-Inf 30.09.2031

ments

Ba Data Science With require- |30.09.2031 Euro-Inf 30.09.2031

ments

Ma Data Science With require- |30.09.2031 Euro-Inf 30.09.2031

ments

PhD Data Science With require- [30.09.2031 -/- -/-

ments
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H Decision of the Accreditation Commission
(26.09.2025)

Assessment and analysis for the award of the subject-specific ASIIN seal:

The AC discusses the procedure and suggests an editorial change to recommendation E 4.

Otherwise, the AC follows the assessment of the experts and the technical committee with-

out any changes.

Assessment and analysis for the award of the Euro-Inf® Label:

The Accreditation Commission deems that the intended learning outcomes of the degree

programmes do comply with the Subject-Specific Criteria of the Technical Committee 04 —

Informatics/Computer Science.

The Accreditation Commission decides to award the following seals:

Degree Programme |ASIIN Seal Maximum du- |Subject-spe- |Maximum dura-
ration of ac- cific label tion of accredi-
creditation tation

Ba Computer Science |With require- [30.09.2031 Euro-Inf 30.09.2031

ments

Ba Computer Security | With require- [30.09.2031 Euro-Inf 30.09.2031

ments

Ba Hardware Security | With require- [30.09.2031 Euro-Inf 30.09.2031

ments

Ba Network Security |With require- [30.09.2031 Euro-Inf 30.09.2031

ments

Ba Data Science With require- |30.09.2031 Euro-Inf 30.09.2031

ments

Ma Data Science With require- |30.09.2031 Euro-Inf 30.09.2031

ments

PhD Data Science With require- [30.09.2031 -/- -/-

ments

Requirements
For all Programmes

Al

(ASIIN 4.1) Provide complete and reviewed module descriptions / syllabi.
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H Decision of the Accreditation Commission (26.09.2025)

A 2. (ASIIN 4.2) Review the Diploma Supplement and provide information on the grading
scheme regarding point 4.5, the GPA, and statistical data that allow for an assessment
of the relative student performance.

For all Bachelor’s Degree Programmes

A 3. (ASIIN 4.3) Ensure consistency regarding the documentation specifying which courses
are compulsory and which are electives.

Recommendations
E1. (ASIIN 1.3 & 3.1) It is recommended to continuously develop the English language

level of students and staff members.

E2. (ASIIN1.1&1.38&5)Itisrecommended to strengthen the cooperation with industry,
especially regarding the establishment of a systematic and regular exchange.

E3. (1.3) Itis recommended to further raise the scientific level of the programmes, and
especially to ensure a higher scientific level of the final theses.

E4. (ASIIN 1.3) It is recommended to speed up the process of updating the curriculum.
E5. (ASIIN 1.3) It is recommended to update the content of the curricula.

E6. (ASIIN 1.3) It is recommended to further increase the opportunities regarding inter-
national mobility.

E7. (ASIIN 3.1) It is recommended to increase the number of (international) guest lectur-
ers.

For all three Ba “Security Programmes”

E 8. (ASIIN 1.3) It is recommended to reflect and consolidate the number of Bachelor pro-
grammes in the field of security.

E9. (ASIIN 1.3) It is recommended to introduce a consecutive Master’s degree pro-
gramme in the field of security.
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Appendix: Programme Learning Outcomes and Cur-

ricula

According to the programme’s passport the following objectives and learning outcomes

(intended qualifications profile) shall be achieved by the Bachelor degree programme

Computer Science:

“LO1: Explain the choice of basic standards, principles, and design patterns, meth-
ods, tools, and programming languages, including methods and tools for building
information security systems. ICT

LO2: Apply mathematical models and methods of various processes
LO3: Design database, software, and information system architect
LO4: Design and develop ergonomic user interfaces

LO5: Analyze the market for software and hardware, information products and ser-
vices for creating and modifying information systems

LO6: Demonstrate sociability, initiative and psychological readiness for work, in-
cluding when working in a team, and make managerial and technical decisions

LO7: Use methods for studying large data sets
LO8: Installation of information system software and database loading
LO8: Apply research methodologies in data science

LO9: Participation in the management of technical support of an information sys-
tem during its operation

LO10: Conduct a comprehensive analysis and analytical synthesis of research results
using modern science and technology, skills of independent data collection, study,
analysis and generalization.

LO11: Able to apply the acquired knowledge according to the selected additional
educational program.

LO12: Demonstrate the ability to conduct interdisciplinary scientific research using
basic knowledge from the fields of economics and law, ecology and life safety. The
ability to apply entrepreneurial qualities to the tasks of calculating the profitability
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of scientific projects. The ability to build personal and interpersonal relationships in

compliance with an anti-corruption culture. “

The following curriculum is presented:

Computer Sclence 2023-2017
Term 1 Term 1
Foreign language b Faoreign linguape 3
Information end Communication Technologics E Palitical scienee 2
Diserete mathenatics ] Sociology 2
Algebea and Goometry 4 " |Physical Cubture 4
Introduction (o Programeming o | % [Physies 4
WD echnology - Mathematical analysis f
Educational practice ?
Programaming in Python -+
eredis 3] credile 29
ol
Term 3 Term 4
Kaznkh [Russian) language 5 Kaakh (Russian) language 5
Paycholagy ? Algorithms and data gtructures fu
Culiural studies | oA [Pumbweheny ;
Hiswory of Kamkhstan 5 i Prafessional Internship 4
Physical Culure = = [compumions matemstics i
Object-orienied programming 7 Mathermatical sististics foe programmen 5
Disign and administration in MS EXCEL 5
eredits 3 eredite
Term & Term &
Fundamenials safety of life ectivity and ccology Fhilosophy 3
Fundamentals of law and anti-corruption culiure PL/SOL programming 3
Staitups aid citiepicicurshis L Data aalyas aind visuslizabon n Power Bl 5
Ezononec theory Numerical methods of analvsis and algebra b
Reacarch mewdology - Applicetion developaent in ASP NET 5
Professionally orerted foreign language | B e 5
Business cormespondence in the st lainguage P Professional Internship 4
Programmeng on Intemet of Things (10T) ]
Minoa 1 5
Development of Web applications in Java Spring 5
credits 26 credita 34
Term 7 Term 8
Operation research t Pregradustion practice b
Advanced WEB techinobogy 5 Algoritunic aapocts of machine leerning i
Advanced database theory [ Human-compater mlerschon
| Algorithm Diesign and Analves 4 Parallel prograumeng : 5
Minos 3 . - Amm_w-d:smmrnmﬂamnm\w
= Foundations )
Exploratory da analyss s ?  [Development of mobile wplicatoss on 108
Development of mobile mpplications on Andraid :
Diploma Work (Project) and Defenss L]
eredits 31 eredite 29
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0 Appendix: Programme Learning Outcomes and Curricula

According to the programme’s passsport the following objectives and learning outcomes
(intended qualifications profile) shall be achieved by the Bachelor degree programme Data
Science:

e “LO1: Give reasons for the choice of basic standards, principles and design patterns,
methods, tools and programming languages, including choosing methods and
means for building information security systems of modern ICTs.

e LO2: Apply mathematical models and methods of various processes

e LO3: Create mathematical models using methods of modern information technolo-
gies.

e LO4: Demonstrate communication skills, initiative and psychological preparedness
for work, including when working in a team and making managerial and technical
decisions.

e LOS5: Extract relevant information from a variety of sources, including real-time in-
formation flows.

e LOG6: Analyze the information received.

e LO7: Have excellent programming skills.

e LO8: Be able to develop new algorithms.

e LO9: Process large amounts of information.

e LO10: Conduct multivariate analysis.

e LO11: Recognize logical connections in a system of collected information.
e LO12: Be able to use advanced analytical tools.

e LO13: Able to apply acquired knowledge in the chosen additional educational pro-
gram.

e LO14: Demonstrate the ability to conduct interdisciplinary scientific research using
basic knowledge from the fields of economics and law, ecology and life safety. Abil-
ity to apply entrepreneurial skills to problems calculating the profitability of scien-
tific projects. The ability to build personal and interpersonal relationships in com-
pliance with an anti-corruption culture.”

The following curriculum is presented:
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Data Science 2023-2027
Term 1 Term 2
Foreign language E] Foreign language 5
m;:ﬂd Communication 5 Physical Culture 4
Algebra and Geometry 4 —  [Mathematical analysis 1 &
Introduction to Programming B E‘ Physics 4
WEB technology 5] Educational practice 2
E";h“ftma:i“ e & Programming in Python 4
Probability Theory 3
credits 32 credits 28
total for the 1st year = 60
Term 3 Term 4
Kazakh (Russian) language 5 Kazakh (Russian) language 5
History of Kazakhstan 5 Political science 2
Physical Culture 4 Sociology 2
Object-onented programming 7 o Mathematical analysis 2 5
Differential Equations 5 g, Algorithms and data structures 3]
Computational mathematics 3
Professional Internship 4
Statistics for data analysis 5
credits 26| credits 34
total for the 2Znd year = 60
Term 5 Term 6
Psychology 2 Philosophy 5 2
Cultural studies 2 English for STEM 2 i
Research metodology Machine Learning | s é
Fundamentals safety of life activity Advanced Mathematics for Machine 5 ;
and ecology Leamning |
Fundamentals of law and anti- 5 : < 2
- - Minor 2 5
cormuption culiure
Startups and entrepreneurship gr Professional Internship -
Economic theory MNumerical analysis 6
Professionally oriented foreign 4
language
Python for Data Analysis B
Database theory 5
Minor 1 5
credits 28 credits 32
total for the 3rd year = 60
Term 7 Term 8
LI:!;;::;:: correspondence in the stale 2 Pregraduation peactice s
: - Data analysis and visualization in
Operation research 5 Power BI 3
M R = Methods for solving inverse ill-posed
¢ < T problems P
mmg for Applied § Deep learning of inverse problems
Machine learning 2 3 Neural Networks [
Exploratory data analysis 3 Diploma Work (Project) and Defense | =
Optimal management 5
Minor 3 5
credits 32 credits 28

total for the 4th year = 60
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According to the programme’s passport the following objectives and learning outcomes

(intended qualifications profile) shall be achieved by the Bachelor degree programme

Computer Security:

“LO1. Applies the principles of organization, management and protection of databases.
Applies data protection skills in corporate infrastructure and corporate cybersecurity.
Knows how to use identity and application access management techniques.

LO2. Able to use a variety of mathematical and natural science methods of physics to
solve specificengineering problems. Owns a mathematical apparatus for the design of
hardware components and electrical networks.

LO3. Able to apply digital forensics methods and has practical pentesting skills. Applies
reverse engineering techniques to investigate malicious code. Demonstrates
knowledge of modern information recovery technologies in the event of failures and
attacks.

LO4. Knows how to use the principles of construction, types and functions of operating
systems and applies the available methods of protection and security of operating sys-
tems. Able to analyze operating systems and various applications for potential vulner-
abilities and threats. It can implement various mechanisms for protecting applications
and scripts from modifications using programming and design methods.

LO5. Demonstrate the ability to conduct interdisciplinary scientific research using basic
knowledge from the fields of economics and law, ecology and life safety. The ability to
apply entrepreneurial qualities to the tasks of calculating the profitability of scientific
projects. The ability to build personal and interpersonal relationships in compliance
with an anti-corruption culture.

LO6. Demonstrates the ability for written and oral communication in the state language
and the language of interethnic communication, use foreign sources of information,
possesses communication skills, owns the technique of office work in the state lan-
guage, has the skills of public speaking, argumentation, discussion and polemics in a
professional foreign language.

LO7. Applies information security technologies, including various encryption, decryp-
tion and cryptanalysis operations, which are based on mathematical research and in-
formation theory in the field of information security, as well as apply existing legislation
in the field of information security.

LO8. Knows how to set up computer networks, knows the features of routing and
switching wired and wireless computer networks. Knows the features of the architec-
ture of computer systems and networks. Uses DevNet tools related to network pro-
gramming and scripting for network applications.
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LO9. Knows how to program various applications using algorithmization methods, ob-
ject-oriented programming, web technologies, knows how to optimize program code
using specialized corporate applications on the Django framework, develop, maintain
and test secure applications and programs, including mobile technologies and their se-
curity. Knows the organization of blockchain technologies and is able to develop smart
contracts.

LO10. Demonstrates an understanding of history and philosophy as a methodology of
human activity, readiness for self-knowledge, is able to apply the methods of psychol-
ogy, cultural studies and find organizational and managerial solutions in non-standard
conditions and with the help of political science and sociology, systematize knowledge
about world and Kazakhstani legislation in the field of information security.

LO11. Uses methods of cloud technologies and intelligent cybersecurity with machine
learning. It also uses methods to counter cyber intelligence and is able to minimize the
cyber risks of various applications.

LO12. To be able to apply the acquired knowledge in the chosen additional educational
program.”

The following curriculum is presented:
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P L el L L e Y

Computer Security 20232027

Term 1 Term 2
Forr A 5 Froreign lanmages
\Farakh [Russian) laeuses 5 Hazald (Ruesian] language
\Histors of K azsldstan 5 Peychalo oy
- Information and Comemnnication
O ethetrisheal emelysis 1] & Technologiss
Legal Bazics of [nformation Secunty 4 = Culbural studies
Phyzac e Culhare
Algebrs and Geometry
LAlgorithroization end Prograsming
Echuc ational practice
et red
total for the 1st year = 60 credits
Term 3 Term 4
. e ., Professimmally onented foretpn langnage
Bociology 2 Weh b=chnolo gies
Phipaica culnie 4 Basics of the Tt operating system
Plipsics a ; Swatching Routing and Wireless Essennials
:i:;nm:al foundeions of mfarmation ] g‘ e e T
Cihject-anented propramrmung (Tava) “ Business correspondence 1 the stete languege
Clompurter Metworking Basics i Industmal prachce
Cormputer Informaton Protechion
P — - e
total for the 2nd year = 60 creduts =
Term 5 T erm & -
-
Plalo sophyr “ Froject IManagement in mformstio n Secunty ':'
Unfonmetion Theory 4 Informstionsecovery techpologies E
Cwganiration end architectre of comp uting Introduction to [atelizent Cyb ees et =
sptems q
Crgamizaion of datsbass managsment '; & ecurity of opersting systemns
et | % [Copmgmhe mahods sTabmm
. ryptographee methods of mformaton
Pethon progresnerdng language d e b
Esgfitﬁi: to Crbers ecunty Incident 5 Corporas Cyber Secunilby
bmoc 1 ] Industnal prachce
Nmor 2
credits 51 credits
tatal for the 3rd year = 60 credits
Term 7 Term &
Cigite] Forensics 5 Economics and mdushisl Engineemg
Prachcal pentesbog ] Statips and entrep reneurshing
Protection of datshase meanagement systems E Fundamentels of lew aud ani-comuption
cultre
Lt ductio s te Clond Fundamentds s afety of bfe achwby and
4 o oloay
obile secuwity techmolames =r Fescarch metodolagy
[d ittty and eccess mnanagement = Pre-graduste practice
Ceweloprent of carporete applicatons o ] ;., Frotection ofapplicanons and scripts from
the Casnign Farmewarlc o dificatinns
bfmor 5 ] Daewrb et
Blockchean fechnology
Cyher sk and evber intedligence
Fewerse Enginecring
\Laploma Worl (Project] and Defence
credits &1 credits

total for thed4th yvear = 60 eredits
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According to the programme’s passport the following objectives and learning outcomes
(intended qualifications profile) shall be achieved by the Bachelor degree programme
Hardware Security:

e “LO1. Applies loT technologies, electronics and digital circuitry and the principles of
hardware components to build SMART technologies and biometric access control
systems.

e LO2. Able to use the principles of construction, types and functions of operating
systems and applies the available methods of protection and security of operating
systems. It is able to analyze operating systems and various applications for poten-
tial vulnerabilities and threats.

e LO3. Applies the principles of organization, management and protection of data-
bases. Applies data protection skills using intelligent cybersecurity techniques.

e LO4. Able to program various applications using algorithmization methods, object-
oriented programming, web technologies, is able to optimize program code using
specialized corporate applications on the Django framework, develop, maintain and
test secure applications and programs including mobile technologies and their se-
curity. Knows the organization of blockchain technologies and is able to develop
smart contracts.

e LOS5. Applies information security technologies, including various encryption, de-
cryption and cryptanalysis operations, which are based on mathematical research
and information theory in the field of information security, as well as apply existing
legislation in the field of information security.

e LO6: Demonstrates an understanding of history and philosophy as a methodology
of human activity, readiness for self-knowledge, is able to apply methods of psy-
chology, cultural studies and find organizational and managerial solutions in non-
standard conditions and with the help of political science and sociology, systematize
knowledge about world and Kazakh legislation in the field of information security.

e LO7: Demonstrate the ability to conduct interdisciplinary scientific research using
basic knowledge from the fields of economics and law, ecology and life safety. The
ability to apply entrepreneurial qualities to the tasks of calculating the profitability
of scientific projects. The ability to build personal and interpersonal relationships in
compliance with the anti-corruption culture.

e LO8. Able to use a variety of mathematical and natural science methods of physics
to solve specific engineering problems. Owns a mathematical apparatus for design-
ing hardware components and electrical networks and digital circuitry.

e L0O9: Demonstrates the ability to written and oral communication in the state lan-
guage and the language of interethnic communication, use foreign sources of
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information, has communication skills, knows the technique of office work in the
state language, has the skills of public speaking, argumentation, discussion and po-
lemics in a professional foreign language.

e LO10. Knows how to set up computer networks, knows the routing and switching
features of wired and wireless computer networks. Knows the features of the ar-
chitecture of computer systems.

e LO11. Able to program microcontrollers, integrate hardware and hardware security
systems using the principles and methods of loT security.

e LO12. Has practical pentesting skills. DevNet uses tools related to network program-
ming and scripting for network applications.

e LO13. Applies hardware security encryption technologies and manages the security
of reconstructed embedded systems.

e LO14. To be able to apply the acquired knowledge in the chosen additional educa-
tional program”

The following curriculum is presented:
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Hardware Security 2023-2027

Term 1 Term 2
Forogn lenguage 5 F coreign langiage
Elarakh {Rus sizn) language 5 Harskh [Russian) language
Ehstory o £ Karakhstan 5 Peychology
- Informaton and Commmumeshon
. . g o .
[gdl Basics of nformston Secunny 4 z Culharal studies
Phesical Culbire
Alpehra and Geormetry
Alponithrmzation and Programming
Erhestinna practice
crecits 25 crecits 35
total for the 15t year = 60 credits
Term 3 Tarm 4
» ) Professionaly onented fore m lanouage
Palitiral srienee 2
Socialopgy z TAreh techholomies
Phyzical cufue 4 Besics of the Line operating syabem
T 4 ~ Swatching, Ronhng, end Wirelezs Ezsentials
Mathl.:-mahca] foundations of infonnaton g\ R
| BRI fi
Chject-oniented pro gramming [Java) P Busiress comespondenc e in the state lenpuage
Computer bleberodang Basics i Industnal practce
Camputer Infannation Protection
Technolosies

CLE: 1‘. Lo

total for the 2nd year = 60 credits

Term 5 Term 6
Phdozophy s Project Managetnent i Inf v etio o & ecurity
[nbrmabon Theorye 4 10T teclmology
Dirfgemisaiem e GEiF0eB= grement Introduction to Intelipent Cyb ers ecuattye
|asterns 4 -
Cagstal circuat desipn 4 B Computer Svaterns Arclitechae
Electmnics 4 2 |lndustrial practice
Porthon programmmog language 4 % ecuts o £ op eratme svstems
Minor 1 I:rypt.n graphic methods of informaion
5 SECITEF
 Winor 2
credif= [l o]
total for the 3rd year = 60 credits
Term 7 Torm 8
— Find ernencals safety of life acovity ad
i i ecplogy
bl cookoll=r Prosrammng i Eronomocs and Industna Fnpneemmg
Mobile secunty techaologies Etarhep s and entreprensarghip
. 4 Find armentals of law and anbi-c ommaphion
Stnatt iachnolopies i
Protechon of detabase meansgement systems 4 -t HResearh metodolo g
Hardware ecuriy inteprabion E Pre-grafuate practice
Prachcal pentesing #  |Hardweare secutity encryplion technologies
- — 5
Cee DPEEPT‘EITHF ity T M Blockcham technology
bfinor 3 5 Doewllet
Wan=mng the secumty oEreconfigurshles
inteorated swatems
Baomnetric Access Contral Svatems
Diploma Tark (Project] and D efences
creadits 30 crechts 30

tatal for the dth year = 60 credits
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According to the programme’s passport the following objectives and learning outcomes

(intended qualifications profile) shall be achieved by the Bachelor degree programme Net-
work Security:

“LO1. Apply knowledge and understanding of facts, phenomena, theories and com-
plex dependencies in the field of legislation of the Republic of Kazakhstan and coun-
tries of the world, as well as digital investigation, standardization and certification
procedures in the field of information security, master the methods of forensics and
information protection.

LO2. Apply knowledge about the architecture of computer systems, manage oper-
ating systems, system parameters and security of operating systems as well as host
security and network monitoring analysis.

LO3. Apply knowledge of the hardware element base and their physical properties.
LO4. Apply data protection technologies in computer systems and networks, as well
as own blockchain technologies and cloud services for secure data storage.

LO5. Apply knowledge in the field of cryptography and various methods of infor-
mation security using theoretical mathematical solutions

LO6. Develop an enterprise information security policy, apply project management
tools, apply mathematical modeling methods, perform a qualitative and quantita-
tive assessment of project risks, determine the economic efficiency of a project.
LO7. Apply software development skills to work with various applications, be able
to develop mobile applications and work with databases.

LO8. Collect and interpret information to form judgments, taking into account so-
cial, ethical and scientific considerations, possess the skills of speaking in foreign
languages and be able to work with projects in the field of information security.

LO 9. Know the methods of scientific research and academic writing and apply them
in the field of study.

LO10. Apply theoretical and practical knowledge to solve practical and professional
tasks in the field of implementing network connections between devices, calculate
and apply addressing schemes, set up and configure network devices.

LO11. Develop secure server client web applications and mobile applications.
LO12. Collect and process information from various sources, including in a foreign
language. Be able to apply the knowledge gained to study and develop projects, as
well as analyze and implement the developed projects in practice.

LO13. Own a mathematical apparatus for solving engineering problems and know
the basic physical properties of objects.

LO14. To be able to apply the acquired knowledge in the chosen additional educa-
tional program.”
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The following curriculum is presented:

Metwork Security 2023-2027

Term 1 Term 2
Forrion latase ) Foteion | miges
Harakh [Enssis lsnieoe 5 Karalh (Russian) language
Histore of ¥azsdstan hi Peychalogy
- Informzhon and Communcabon
M ethemetical enzlysis [i] h Technologicz
\Lemal Basics of [niormation Secutsy 4 -y Cultural studies
Phesica Culnre
Alpebra and Seometry
Almoridimiration ond Prosraning
Ecucational practice
e e d
total for the Lt vear = 60 credits
Term 3 T erem 4
Profrssicn orerted foreipn lan
Political scienee 2 o s
Socinlogy 2 TArch bechnolopies
Phypsical culbure 4 Basics of the Linm: operating svstem
Plpsics a g Swarclung, Routing and Wireless Ezsennals
MM ethemetical fhundeiong of information Fid .
er by p =, |Besic Circuit Theory
Cihject-nn eted propramming (lava) ‘ Buosiness correspondence in the state langiage
Computer Hetsworkng Basics i Indusmal przchee
Camputer Infarmation Protecion
Technologies
editn ) e d
total For the 2nd year = 60 credits
Term & Term &
Phala sophy 5 Project Management in nformsho n Secunty
[nformation Theory q Metwork infragruchure security
gsgt:::hun olf B2l s v et 4 o Introduchon to [nteligent Cwb ersecunty
igita] circuis decign s & |industidpscice
Python progremrne langpage E] - Zecurity of opershing swetems
Eoterprse Hebworks, Secunty, and Cryptographie method: of mbrmaion
Automation 5 3e curity
Iimat 1 5 Metwnorls Securiny
Minor 3
edits e d
total for the 3rd vear = 60 credits
Term 7 Term 8
Dractical pentesting Fundamentds s afety of bfe achvity and
il e olo gy
WLAN Enterprise Technologies fi Economics ahd ndustrisl Enpineenng
Mohile securite technn loges Sranmpe ohd entrep renevrchip
.. . . 4 i - i
Cipital forensics of £l infrasiru Fundamentds of law @i d amd-comuption
culhe
[inor 3 5 Reagearch mew dology
-r
Protection of datshage management syatems 4 ; Pre-graduste prachice
[ntroduction to Cloud ;-31 Dbl eb
Developtuent of corporete applicatons oh M enagng nerworis infia smucore
the Cyango frameworls P ulnershilitiss
[ntmision det=chon and prevenhon systems Blockcham technology
Hetwork Inbsrc ormechon
Andyvtics of Infoomation £ ecunby Center
Trplorng Work (Project] and Defence
credite A1 credits 29

total for the dth year = 60 crediis

totally 240 credits
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According to the programme’s passport the following objectives and learning outcomes
(intended qualifications profile) shall be achieved by the Master’s degree programme Data
Science:

e “LO1: Argue the choice of basic standards, principles and design patterns, methods,
tools and programming languages, including choosing methods and tools for build-
ing information security systems of modern ICT.

e LO2: Apply mathematical models and methods of various processes

e LO3: Create mathematical models using the methods of modern information tech-
nologies.

e LOA4: Build a mathematical model of energy problems

e LOS5: Develop and / or use software, hardware, information, mathematical, and
functional support for information systems, including algorithms and methods of
information security

e LO6: Demonstrate communication skills, initiative and psychological preparedness
for work, including when working in a team and to make managerial and technical
decisions

e LO7: Build 3D visualizations

e LO8: Extract the desired information from various sources, including information
flows in real time

e LO9: Apply research methodology in the field of data science

e LO10: Solve applied problems of data processing and analysis in order to identify
hidden dependencies in them

e LO11: Carry out a comprehensive analysis and analytically summarize the results of
scientific research using modern achievements of science and technology, skills of
independent data collection, study, analysis and generalization.”

The following curriculum is presented:

81



0 Appendix: Programme Learning Outcomes and Curricula

Data Science 2023-2025 (Master's)

Term 1

The research work of a student,
including an internship and
implementation of master’s thesis

History and philosophy of science

High School of Pedagogy

Machine Learning 1

Methods of mathematical modelling

Python/R for analysing data

LR L L R N

Numerical simulations using Python
for DS

Deep Learning in computer vision

Introduction to HPC with Mpi for DS

Databases: Advanced

Oracle database 1 1g: PLSQL
Fundamentals {Oracle)

credits

Term 3

30

The research work of a student,
including an internship and
implementation of master’s thesis

The problem of retraining neural
networks, data argumentation

Bayesian statistics and analysis

Applied multivariate statistical
analysis

Mathematical modeling of
enumerative combinatorics

Antificial Intelligence for Social Good

Machine learning methods for solving
inverse problems

Parallel computation

Applied Deep Learning

Exploratory data analysis and
visualization

credits

30

vear 1

vear 2

Term 2

The research work of a student,
including an internship and
implementation of master's thesis

Foreign lanpuage (professional)

Psychology of management

Teaching practice

Machine Learning 2

Fundamentals of research work

L R -

Finite-difference methods for partial
differential equations

Mathematical modeling of
cybersecurity

Optimization methods for DS
applications

Advanced Data Analysis

credits

Term 4

The research work of a mas-ter™s
student, including an in<ternship and
implementation of master”s thesis

14

Research practice

Registration and defense of a master's
thesis

credits
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According to the programme’s passport the following objectives and learning outcomes
(intended qualifications profile) shall be achieved by the PhD programme _Data Science:

e “LO1: Apply research methodology in data science.

e LO2: Solve applied data processing and analysis problems in order to identify im-
plicit dependencies.

e LO3: Conduct a comprehensive analysis and analytically summarize the results of
research using modern scientific and technological tools, obtain the skills of inde-
pendent data collection, study, analysis and generalization.

e LO4: Conduct a statistical analysis: build a confidence interval, hypothesis testing,
regression and analysis of variance.

e LO5: Able to analyze data using the Python programming language.

e LOG6: Substantiate the results obtained during the study.

e LO7: Able to construct a mathematical model of a practical problem and to develop
a computer model (software product)”

The following curriculum is presented:
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Data Science 2023-2026 (PhD)
Term 1 Term 2
The research work of a PhD student, m m.sw“'h.wmc Ot? & tudent,
: n ; ) including an internship and
SHg e M——"p . implensentation of raster's thesis 13
implementation of doctoral thesis (NIRD)
History and philosophy of science 4 Teaching practice 10
Research methods - Research practice 5
Deep learning in applied mathematics
Nonlinear optimization problems of ¢ T_-
machine learning -
Game simulation and applications 4
Advanced deep learning problems
Enumerative combinatorics 4
Applied statistical analysis
Machine learning methods and
algorithms 4
Conditionality of systems of linear
equations
credits 29 credits 30
0 gl
Term 3 Term 4
The research work of a PhD student, The research work of a PhD student,
including an internship and 30 ","; including an internship and 25
implementation of doctoral thesis = implementation of doctoral thesis
Research practice 5
credits 0 credits 30
ota | i1l
Term § Term 6
The research work of a PhD student, The research work of a PhD student,
including an internship and i - including an mternship and 1%
implementation of doctoral thesis E implementation of doctoral thesis
™ |Writing and defending a doctoral 12
dissertation
credits 0 credits 30
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